
Verication of a UDP
implementation

Daniel Neshyba-Rowe,
Ellen Whalen, Alain Kägi,

Wade McDermott, Nadiya Suleska

Lewis & Clark College



The Vision

● Single-function, networked device
● Fast
● Provable (by a team of undergraduates)
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How do we get there?
● IPv6 network stack

○ Geared towards end-points
○ High-performance
○ Drop-in replacement for lwIP

● AutoCorres2



Networking stack

UDP

IPv6

Ethernet

192.168.0.1:443

Single-function
application

IP address UDP port



header

payloadheader

payload+
IPv6

Ethernet

Single-function
application

Networking stack

UDP wrap
UDP

0 7 8 15 16 23 24 31
+--------+--------+--------+--------+
| Source | Destination |
| Port | Port |
+--------+--------+--------+--------+
| | |
| Length | Checksum |
+--------+--------+--------+--------+
|
| data octets ...
+---------------- ...
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Abstract UDP wrap
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Renement
C renes A when for any equivalent starting
states, the possible resulting states from the
execution of C is a ‘subset’ of the possible
resulting states from the execution of A
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head room

C UDP wrap (featuring Socket Buer)

payload tail room

struct sk_buf {
uint8 *begin; ///< The address of the first byte in the buffer
uint8 *end; ///< The address of the first byte beyond the buffer
uint8 *first; ///< The address of the first byte in the message
uint8 *last; ///< The address of the first byte beyond the message

};

begin rst last end
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Renement for our purposes

payloadheader

payload

payload

payloadheader

Abstract spec

C spec

rst rst

Before After



Abstract formal
Spec

(pure function)

C Spec
(spec_monad)

UDP
implementation

(C code)

Converted
imperative code

(SimpL)

Abstract plain
language spec

(english)

Renement
Generated
by AC2

Renement
(new) Invariants

satises

Our work

Done 2025

Automatic by
AutoCorres2

Done 2026

H
a
nd

tr
a
ns
la
ti
on

G
enera

ted
by

A
utoC

orres2



CSpec-level Invariants
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Renement for our purposes
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Renement proof snippet
“The 1st byte of the abstract and concrete headers agree after calling
UDP wrap”



Conclusions

● Fast — metrics looking promising (comparable to lwIP)
● Proofs — in progress, UDP wrap renement done
● Undergraduates — steep learning curve, but doable

○ More documentation would be better
○ Accessible examples (Microkit is incredible)
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