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Fraunhofer Gesellschaft Overview
world leading organization for applied research

€ 3.6 billion 74

research budget institutes and research units,
PO represented in every
Annual financial statements 2025 m"m German state
—_— ~
core mission: bridging pure
30,000 scientific research with applied

Employees industrial innovation

(1787-1826) symbolic patron

IIIIIIII\\\\\\\\\\I
Rounded figures Fraunhofer lines

nnnnnnnnnnnnnn

N

2 02.09.26 © Fraunhofer IESE Z Fraunhofer
|ESE



Fraunh.ofe_r_ Gesellsch_aft:_An overvie_yv _

wor '
==[ Regarding Martin's Technology \

(KRY10) slide:
Fraunhofer
Business eXperience 5

b

Rounded figures

\

3 020926 © Fraunhofer IESE ~ Fraunhofer
|ESE



Inspiration from last year

-The attendees of seL4 summit last year welcomed me with open arms.
— Presentation with focus on real-world applications were my favorite part

— Great to know related work, like efforts DornerWorks, Riverside, NIO or KSU/HAMR

Porting NASA core Flight System
to Magnetite on seL4

Juliana Furgala

September 2025

]@ LINCOLN LABORATORY

MASSACHUSETTS INSTITUTE OF TECHNOLOGY

INTEGRATION OF SEL4 IN A FLIGHT

VEHICLE MISSION SYSTEM

Wy .
%ﬂé Collins Aerospace

Darren Cofer
5 Sept 2025
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Connecting the Dots

»YOU can't connect the dots looking forward; you can only connect them looking backwards. So
you have to trust that the dots will somehow connect in your future.”
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Connecting the Dots

»YOUu can't connect the dots looking forward; you can only connect them looking backwards. So
you have to trust that the dots will somehow connect in your future.” — Steve Jobs ;-)

Using seL4 for Software Defined Systems/X
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Management /— I Engineering

.App-Store for our
product”

[ —

. Greater Efficiency . Technological
& Productivity” Sovereignty”

' s X automotive
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= i ,Software Defined
3 Products”

., System-of-
Systems”
“Customers are
demanding connected ’tCC!g’lEIigIJEL?r%%
systems”

. Cybersecurity by

, Over-The-Air- Design”
Updates”




Saab: “CAD in the mornlng, fly in the|
afternoon”
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https://www.saab.com/newsroom/stories/2025/december/saab-announces-worlds-first-software-defined-aircraft-fuselage-with-divergent-technologies
https://www.saab.com/newsroom/stories/2025/december/saab-announces-worlds-first-software-defined-aircraft-fuselage-with-divergent-technologies
https://www.saab.com/newsroom/stories/2025/december/saab-announces-worlds-first-software-defined-aircraft-fuselage-with-divergent-technologies
https://www.saab.com/newsroom/stories/2025/december/saab-announces-worlds-first-software-defined-aircraft-fuselage-with-divergent-technologies
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Software Defined X: Paradigm

Current state Future state

Hardware and software are coupled Hardware and software are decoupled

A 3, © P,

' e

|
Pt

development 5 operation development operation

delivery

« A more complex world (e.g., software supply chain) » Software-Defined-X as Paradigm Shift
« Increasing regulatory requirements (time-consuming « Hardware-based products are becoming
certification) Software-centric products

(hardware independent, decoupled)

« Tight coupling of hardware and software
* Innovation & Efficiency through Software

« Lack of innovation due to time delays .
» Features: continuous development & deployment

—
11 02.09.26 © Fraunhofer IESE % Fraunhofer
IESE



Software Defined X: Promises

12

Extending the product lifecycle

Improving cybersecurity, modularity and flexibility
“Connectivity by Design” (OTA, app stores, ecosystem)
Reducing variant management (hardware independent)
Efficiency in software distribution & (re)certification

Quickly responding to changing markets — accelerating
innovation

Synergies with zonal E/E architectures (hardware,
domain & gateway controllers, central HPC)
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Current Status Quo in Companies

Behind the scenes:

. " : " 9 Step 1 Step 2 Step 3
What exactly does “Software Defined X" mean: (now) (Future)

« What does an SDX tech stack look like?

. . . . . Press Release:
« How do Il integrate this paradigm into existing o s S Profit }
processes (Excel) or infrastructure Defined product* .

(RTOS, Embedded Linux, XEN etc.)?
« How to actually implement?

« We need (high assurance) Operating Systems
functionalities!?
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Research transfer project needed
Proposal to BMFTR




Need for tSDX

15

German industry needs a comprehensive guideline for
implementing software defined products

Fraunhofer IESE has identified significant demand

Fraunhofer IESE also recognized the efforts of
Cyberagentur in conducting basic research
(EVIT program)

Software defined products need a trustworthy
operating system approach to realize the vision
(e.g. safe & secure OTA, certification, trustworthiness,
sovereignty)

Microkernels as promising solution

02.09.26 © Fraunhofer IESE

% Federal Ministry
of Research, Technology
and Space

Idea: Let’s bring everyone together at one
table and have a discussion

move SDX from buzz words to an architectural

discussion
(and in future projects to working implementations)

to prevent the same questions (, we should try
Linux for our use-case.”)

focus on safety-critical embedded systems
(multiple domains)
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SIEMENS Trrech @ cyberagentur (Y KERNKONZEPT
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Reference Architectures

Life gy -
I Velg g ;v
Layers ke 6285 * Valug Stregy
m
Business
Functional 7

Information

RAMI 4.0
Reference Architecture Model Industry 4.0
success story from Ministry Economy + Ministry of Research

https://www.plattform-i40.de/IP/Navigation/DE/Home/home.html

16 02.09.26 © Fraunhofer IESE

S-CORE Architecture

Eclipse Software Defined Vehicle
(S-CORE Architecture older draft)

https://github.com/eclipse-sdv-blueprints/fleet-management

FACE
Operating System Segment
(Portable Components Segment } S

Common Services and Portavie
‘Conponents reside nere

FACE defied
Interface set

1

FACE cefined

= |
Platform-Specific Services Segment

‘Standardized UoPeve data prodcts and ndrect J ‘
hardnare acoess are provded by s segment
b ractaee
© —— interface st

‘‘‘‘‘‘‘‘‘‘‘

Pattom | platom | platorm [ User aput Platom ) Oter
sssss - ‘ Displaye ‘ Transy
NS X 3

FACE
Future Airborne Capability Environment
(FACE Consortium)
- The Open Group

https://www.opengroup.org/face/tech-standard-2.1

\

~ Fraunhofer
|ESE


https://www.plattform-i40.de/IP/Navigation/DE/Home/home.html
https://github.com/eclipse-sdv-blueprints/fleet-management
https://www.opengroup.org/face/tech-standard-2.1

Current State of reference architecture tSDX

First Kickoff Workshop held in May

o Define Pains, Gains, Jobs to be done

« 4 Clusters: High benefit high cost, high benefit low cost, etc.

« Various perspectives from
- Embedded Systems Engineers (Aerospace, Manufacturing)
- Certification Entities (Automotive)
- Microkernel Vendors

« Fraunhofer IESE now concludes the input of the participants 5 A
AIRBUS TOVAhoinard
@ cyberagentur
B <oHB Trfech

B siemvEns O

SYSGO (@ remukonzert
P kry10

» Feedback session was scheduled (unfortunately postponed to mid
September)

\
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Current State of reference architecture tSDX

Context:

Software ———» -
Engineering

Hardware ———» -
Engineering

Dev- Update- Run-
Time Time Time

\
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Current State of reference architecture tSDX

I

Capability & Portfolio
Internal Dependency
External Dependency

Dev-Time Update-Time Run-Time

Organization & Processes

Internal Dependency
)
External Dependency
Dev-Time Update-Time Run-Time
19 02.09.26 © Fraunhofer IESE

DRAFT!
Work in
progress

Software Engineering

Internal Dependency

External Dependency

Dev-Time Update-Time Run-Time

Hardware Engineering

Internal Dependency

7
/ / External Dependency

Dev-Time Update-Time Run-Time
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Outlook tSDX: Way of trustworthy System Design

Next steps: ====s==/ _
« Session about first draft with partners (postponed to / '
mid September) e X e
« Focus more on a traceable path for trustworthiness = et i
« Highlight importance of uK as foundation for SDX S L EEE,
2 ) g — e
o , J
Feedback & engagement welcome! = o
« soon tSDX specification will be published © 7
for collaboration: https:/codeberg.org/tSDX  coevers <
« www.SoftwaredefinedX.de ]
« Assertion: everyone in this room can profit when
companies use tSDX as a blueprint for their design . —
decision, esp. in using (seL4) Microkernels
This is the way!
20 020026  © Fraunhofer IESE Z Fraunhofer
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https://codeberg.org/tSDX
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Fraunhofer-Institut fir Experimentelles
Software Engineering IESE

Contact

Nils Brand
Research & Business Developmenti\f‘fz\aE :
Tel. +49 631 6800-2220 =
nils.brand@iese.fraunhofer.de

Fraunhofer-Institut for Experimental Software Engineering (IESE) Fraunhofer-Platz 1
67663 Kaiserslautern

www.iese.fraunhofer.de
https://www.linkedin.com/in/nlsbrnd/ m
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