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seL4’s 
Security Proofs
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Hardware Assumptions 

We assume the hardware 
works as expected

Specification Assumptions 

We assume the specification 
says what we want it to
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‣ Confidentiality 
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‣ Integrity 
• Can’t modify data without 
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Hardware Assumptions 

We assume the hardware 
works as expected

Side-channel Assumptions 

We assume our model captures 
all relevant information channels
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New to the security proofs: 

‣ Virtual CPUs (VCPU) 

‣ Floating-point units (FPUs)
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Also happening in seL4 verification 

• MCS proofs completed for RISC-V 

• RISC-V Platforms all supported 

• Arch-split Refine completed 

• Multikernel proofs in progress



Thank You


