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HAMR - tool chain for building high-assurance embedded systems

Model-level behavior specifications
(e.g., contracts) and analyses
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verified micro-kernel

CAmMKES & microKit

Deployments on multiple
platforms

JVM Deployment
Linux Deployment
selL4 Deployment



enefits to seL4 Application Developers

Collins Aerospace INSPECTA: A systems engineering environment based on standardized modeling languages
(SysMLv2, AADL) with accompanying analysis, verification, and assurance case tools
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Benefits to selL4 Application Developers

Collins Aerospace INSPECTA: A systems engineering environment based on standardized modeling languages

(SysMLv2, AADL) with accompanying analysis, verification, and assurance case tools
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- In @ World Rushing to Agentic Development

Enormous capacity for rapidly producing code, writing tests,
running tools, performing reviews, ...

Challenges for development...

= 'Understanding is the new bottleneck”

= Agent outputs are non-deterministic and
possibly wrong

= New emphasis for developers, instead of writing code...

= Writing "blueprints” - formal and informal specifications to
direct agents

= Using trustworthy methods to check that the systern
realization satisties the specifications

= Did we get the specifications right?
(understanding)

Reference: “Understanding is the new bottleneck” — Geoffrey Litt
https://www.geoffreylitt.com/2026/07/02/understanding-is-the-new-bottleneck
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- In @ World Rushing to Agentic Development

Challenges for certification — convincing auditors that our systems
are safe, secure, and satisfy their specifications

= How to provide evidence-backed arguments
to certifiers when we have trouble
understanding ourselves?

= Certification took a long time before...

= To retain the benefits of agentic output, we
need assurance at greater velocity and scale

= "Explainability / Assurance / Compliance is the new
bottleneck”



entic Systems Engineering
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Agentic Systems Engineering

Telemetry tools provide an auditable
‘ log of agent actions, measurements of
" | work products and cost (tokens
|| - spent/time)

/ !ﬂ — leading to a clear understanding of

" Ml tradeoffs between agents and human
7 umll. developers
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Agents are deployed with
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guardrails and gates
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Agentic Systems Engineering
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gentic Systems Engineering
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“Governed Autonomous Engineering Environment” that externalizes trust in both product and process “at velocity” and “at scale”



e/ Arc

= Example Artifacts -

= What automation HAMR provides
already;

= what it means for agents
= RASE Agent Workflow Framework
= Telemetry; Friction Reporting

= Experiments with Dornerworks as
part of the Collins INSPECTA
project




ublic Demonstrator:
tm Basic Architecture

"Cyber-Retrofit” -- Improving Security & Cyber-Resiliency of Legacy System
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- Verified Space and Time partitioning

The Open Platform
implements
representative features
of the Collins RapidEdge
mission computer

Open Platform
development is led by

Dornerworks.




LowLevelEthernetDriver*

| Concepts

High-level concepts of message policy enforcement..

Formally verified firewall and message filtering
components written in Rust running on bare metal.
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SysMLv2 HAMR Front End

SysMLv2 front-end for HAMR — enabling model-based development for seL4

5 5 . o
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Sh dllib ’lﬁO’ in port EthernetFramesRxInl: EventDataPort {in :>> type : RawEthernetMessage; }
‘amr.aa. Al _,’ 161 in port EthernetFramesRxIn2: EventDataPort {in :>> type : RawEthernetMessage; }
i .mtegratlo:_gmsfal,.. 162 in port EthernetFramesRxIn3: EventDataPort {in :>> type : RawEthernetMessage; }
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SySMLVZ par.t 166 out port VmmOut3 : EventDataPort { out :>> type : RawEthernetMessage; },
‘ 167 out port MavlinkOut®@ : EventDataPort { out :>> type : UdpFrame_Impl; ¥ y Threadpattern/ source Code
168 out port MavlinkOutl : EventDataPort { out :>> type : UdpFrame_Impl; } b4 g
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SysMLv2 HAMR Front End

SysMLv2 front-end for HAMR — Dornerworks specified the desired architecture of the system
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nerates seL4 Kernel Configuration
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seL4 microkernel guarantees partitioning of components
and communication (backed by computer-checked proofs)




cates and Configures
munication Paths Between Partitions

S b S — ‘ o T T e e e e v e e SPECS for communication
Vol At | i et size="0x1_000" /> pathways between partitions
I pe R S 3 - <memory_region name="ZCU102_Impl_Instance_seLd_RxFirewall_RxFirewall_VamOut1_1_Memory_Region
- \ e - size="0x1_000" />
3 - - - - - . - .. -
e SO IR NG ’ ‘ » - <memory_region name="ZCU102_Impl_Instance_selL4_RxFirewall_RxFirewall_VmmOut2_1_Memory_Region"
11 I B T i wenrdill] size="0x1_000" />
- + I . p-85 | <memory_region name="ZCU102_Impl_Instance_sel4_RxFirewall_RxFirewall_vmmOut3_1_Memory_Region"
‘ e | l oy size="0x1_000" />
\ Ll | I | <memory_region name="ZCU102_Impl_Instance_seld_RxFirewall_RxFirewall_MavlinkOut@_1_Memory_Region"
\’ r rr size="0x1_000" />
3 N / . i <memory_region name="ZCU102_Impl_Instance_sel4_RxFirewall_RxFirewall_MavlinkOut1_1_Memory_Region"
T v I size="0x1_000" />
- ' P § <memory_region name="ZCU102_Impl_Instance_sel4_RxFirewall_RxFirewall_MavlinkOut2_1_Memory_Region"
- ‘D - size="0x1_000" />
[ <memory_region name="ZCU102_Impl_Instance_sel4_RxFirewall_RxFirewall_} -
size="0x1_000" /> i i
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7T\ seL4 microkernel guarantees partitioning of components

and communication (backed by computer-checked proofs)




rates Scheduling Infrastructure
oning)

e e [T —— [ e |
<domain_schedule>
-’ - <domain name="domain_1" length="10" />

. <domain name="domain_2" length="50" />
i <domain name="domain_1" length="10" />
<domain name="domain_3" length="50"
<domain name="domain_1" length="10"
<domain name="domain_4" length="50"
<domain name="domain_1" length="10" />
<domain name="domain_5" length="50" />
<domain name="domain_1" length="10" />
<domain name="domain_6" length="50" />
<domain name="domain_0" length="1550" />
| </domain_schedule>
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“| : r _ Scheduling infrastructure to enforce the time-
\ [ . : partitioned execution of components using seL4 MCS
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5 / . seL4 microkernel guarantees partitioning of components

and communication (backed by computer-checked proofs)




uto-generates Support for
ent Application Code

To help the developer...

\
|
|
- o | For each thread component, HAMR generates...
| | !  Application code skeletons in Rust or C
| ' - Port APIs for reading/writing to ports
« Automated unit testing infrastructure

! -. : : | ; | v
= . ; ,l
/’ 1
‘ % ]
/ I
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HAMR Code Generation for selL4 | | | R4 I 9
guarantees that deployed system ‘a H ° 5
has the partitioningand | | _____ . (s ® _; T r
information flow properties d i 3' 97 =3 . - =
reflected in the model 3 . sl a o— -~ ._ Developer codes
1 1 i o o —‘— o 5 .
! ! L__7 Je e ° appllgatlon logic,
! : : _,-—"‘If e.g., in Rust, C
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seL4 microkernel guarantees partitioning of components
and communication (backed by computer-checked proofs)




o-generates Support for
t Application Code

M = a1 138
Cho I e -5 SR~ —3 To guardrail the agents...
T = = - Agents are prohibited from modifying the HAMR-
‘ - [t | generated APIs and infrastructure code
B =] « They only add/modify code for application logic
| g BA— | « Ensures predictability of composition and soundness of
N B the GUMBO contract framework
I, ]
S I
% I
s I
HAMR Code Generation for seL4 | | | X4 I |
guarantees that deployed system “a 1 4 S S ——— \
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q,/ seL4 microkernel guarantees partitioning of components
and communication (backed by computer-checked proofs)
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nerates Correspondence Information

...evidence of no model/code drift

Bi-directional traceability reports
document model/code alignment

HAMR Code Generation for selL4
guarantees that deployed system
has the partitioning and
information flow properties
reflected in the model

For each model feature,

..corresponding app code element
..corresponding infrastructure code
..corresponding kernel element

..etc., etc.

-
P ’/

S~ 9000~ - - - - - -0000"’

seL4 microkernel guarantees partitioning of components
and communication (backed by computer-checked proofs)




ted System Feature Traceability for
t Source Port (GitHub Markdown)

HAMR auto-generates traceability reports, e.g., for a port — relationships between model, code, kernel artifacts

(Model) SysMLv2 port declaration

:' Manage_Heat_Source*

i

upper_desired_temp

|
>

I

lower_desired_temp
»

1
,vegulator_mode

e =
- "Wrant_tempWslatus
ehE—

* APIs

Port Name -

current_tempWsté:cus

lower_desired_temp

upper_desired_temp

regulator_mode

heat_control

heal_oontmi

T
i
I
i
i
i
I
1
I
I
|

Direction
In
In
In
In

Out

_Source extends Abstract_Definitions::Periodic_Thread

br)

is.i;

500 features
501 -1 (Code) HAMR-generated Rust API/implementation  Jrcce e
502 ——
Code Blame 170 lines (152 loc) - 6.74 KB 8
e+ 503 curr
123 }
‘0' eee 126 pub fn get_current_tempWstatus(amut self) -> (res : Isolette_Data_Model::TempWstatus_i)
o 125 ensures
'.’ 126 old(self).current_tempWstatus == self.current_tempWstatus,
K 127 res == self.current_tempWstatus,
4 128 old(self).lower_desired_temp == self.lower_desired_temp,
129 old(self).upper_desired_temp == self.upper_desired_temp,
130 old(self).regulator_mode == self.regulator_mode,
131 old(self).heat_control == self.heat_control
132 {
133 self.api.unverified_get_current_tempWstatus(&Ghost(self.current_tempWstatus)
134 } -
135 } %
136 %
137 pub struct thermostat_rt_mhs_mhs_Initialization_Api; "
. 138 impl thermostat_rt_mhs_mhs_Api for (hcrmos(at_n_ﬂhs_mhsAh‘itialization_kpi O
K|nd Payload 139 impl thermostat_rt_mhs_mhs_Put_Api for thermos!at_rt_mhs_mm‘_lnitial)xa!ion_Api —

.
.

Memory Map -> Rust AP

CY CONFORgY,  E
‘y

AGENy
\’5

Externalize Understanding —
of relationship between
* blueprint layers

* blueprints and code

Data Isolette_Data_Model::TempWstatus.i
Data Isolette_Datg———"——— : - e
(7 ¥ main v  INSPECTA-models / isolette / han¥r / microkit / microkit.system
Data Isolette_Datg ‘
Code Blame 530 lines (474 loc) - 21 KB 8
Data Isolette_Datd 10 /> ) S
« 105 <map mr="Isolette_Single_Sensor_Instance_temperature_sensor_cpi_thermostat |
Data Isolette Daté 106 vaddr="0x10_004_000"
- 107 perms="r"
108 setvar_vaddr="current_tempWstatus_queue_1"
109 />
110 </protection . . q
31 protection_d| (S€L4 Microkernel) Declaration/protection of storage for port

I




odel / Code / Executable Alignment

i ———— s ——— Evidence of “no drift”..
Governance — - h G By b ‘ Model / Code - HAMR generates
s -] 1 o200 b Alignment . . . g
: /98 1 1 —3] cryptographic alignment certificates
, . i - — o i = Will signal violations when..
T = [ — = generated kernel partitioning,
=y -~ En ‘ : . ‘ _:@ infrastructure code, contracts have been
Agents must only configure changed “behind the scenes”
architecture/partitioning and contracts = models changed without re-running
using models (single source of truth) HAMR code generation
[ L g J

= Enforced by Life-cycle Attestation
‘ framework (Univ of Kansas)

HAMR Code Generation for selL4 | | | |
guarantees that deployed system d
has the partitioningand | [ _____ ("
information flow properties d
reflected in the model 5
1
1
1
1
1
1

S~ 9000~ - - - - - -0000"’
1
1
1
P
[

.ﬂ;',/ seL4 microkernel guarantees partitioning of components

and communication (backed by computer-checked proofs)




Behavioral Blueprints
evel Contract Framework

Formal specification, testing, and verification of functional properties is coordinated using GUMBO contracts

Requirements

...Linking model-level contracts to Verus code-level contracts

Behavior Blueprints
(formal contracts in model)

gk

Review

' LowlLevelEthernetDriver*

assume
guarantee ..

HAMR Code Generation takes

model level GUMBO to
code-level contracts
(e.g., Verus contracts)

Verus — Rust

formal verification

&

assume

guarantee ..

ArduPilot*

assume
i guarantee .. i
B> 5 s ] i
1 i MavinkRxt i
: > i
MaviinkRx2 i
NN T EthernetFramesTx(
MaviinkRx3 g/
S>> X
f sTxf
%\re alRx0 y T
- 2od
FirewallRx1 i
g i
FirewallRx2 |
;:
FirewallRx3
e

Guardrails: Agent-
produced code must verify

against the blueprints.

GUMBO -
Model-level
contracts
Programming
language
independent
Model-level
contracts are
automatically
translated and
woven into
code



ulti-Level Contract Framework

Formal specification, testing, and verification of functional properties is coordinated using GUMBO contracts

HAMR Theme: every formal functional spec is also executable/testable!

1 |
' LowLevelEthernetDriver’ assume . ArduPilot

— assume ..
guarantee .. 1 guarantee ..

assume
guarantee ..

RE

eeeeeeeeeeeeeeee

HAMR Code Generation takes Zpome
model level GUMBO to |
executable contracts (and

N w-m-@-f
2

lots of testing infrastructure)

LI |

IEme mOu& . X0 :

;' sy ok W

‘: Oug ] iwewalleZ ::

I;' Oug I = *

i o | Auto-generated coverage reports

assume .. l
EthernetFra zoé 3 gua rantee .. mesTx\r:i
EthernetFra )I'a - m.zsrxmz,r I

PropTest — Rust
property-based testing
! ) ) X‘ E(hemelFrsmesTé; +:+ +2) T ,S ]
; 4 i l é E(hame'FlamesT:XS E ‘IEhrI amesTxOut3 Ethernet! esTer;;ﬂ [
. T ‘| Default: Agent writes test cases for 100%
branch coverage of app code & contracts —1

GUMBO -
Model-level
contracts

Model-level
contracts also
translated into
executable
contracts (bool
functions)
= Property-based
Randomized
Testing
= Run-time
monitoring



peatable and Auditable Engineering

= How do developers “prompt” the agents into = How do we track planned and completed agent
action in a consistent way? work as documented “work units”?

= How do we coordinate handoffs between = How do we spot friction in agent activity and
developers and agents? (e.g., stopping for improve our framework over time?

human reviews and sign offs)



gent Context Repo

Team-shared curated respository of context material to support HAMR agentic development

neral mention of HAMR workflow
= General documention o orkflows HAMR Agent | [y project

Repo

and tooling Context
Repo

= Micro-examples covering model and
contract syntax

= Agent citable development guidelines,
patterns, anti-patterns

= MCP and CLI usage of HAMR tools
= Semi-formal specification of HAMR

workflow (with skill library for driving the|
development process)

= Skill library — Administration — generating
transcripts and tutorials, experiment set
up, audits and friction assessment




rkflow Steps Specified
Agent Context =

HAMR Agent Context includes workflow specifications | 2
(context info automatically included in HAMR RASE projects) | . | = |

Vv .claude
setlings.ioCal.json
| > doc ‘
> | . . .
v Z:::Z:S Example (outline only): Developing a SysMLv2 HAMR model that is well-
Workflow formed, aligned with Requirements, aligned with HAMR developer guidance
Specifications e workflow SysModeling: =)
. ¥ ChangeExec.md 1 do project-structure - Incrementally build (update) t_f
E _J ¥ changepan.ma 2 do data-types model, apply type-checking tool
: ?de@e“'m‘; 3 do components—ports
ompDev.m
¥ CompGUMBOSpec.md 4 do §ystem—assemb1y . .
¥ sysDevAllmd o Iteratiof 5 until type-check clean: ‘ # sireum_hamr_sysml_tipe
¥ SysGUMBOIntegrationCh’e‘ckft:nd fix at 2-4, re-run 5_J ,
X _$y§QUMBP§¥g&p%i9MEk.md AP-1 architecture-review Agent audits + iteration points (when necessary)
'i—i‘i—i’:—:ﬁi'ﬁ%&‘ﬂ;é on architecture gaps [ —> revise 3/4, re-run 5 °°
v SysPIanMod.md' ® on requirements wrong| —> escalate SysPlanAndReq, re-run 5
_‘ SysSchedDef.md 4
¥ artifacts.md ‘1 (This text is an agent-produced summary of the actual definition
M Developer Audiit Point shown on the following slides)
:) e (review and approve architecture)
README.md

¥ workflow-map.md



SysModeling.3 — components-ports

Note: Understand this as structured natural/
language script that an agent follows

rkflow Steps - System Modeling (excerpts)

Define thread part defs with ports, dispatch protocol, period, and implementation language, plus their wrapping process definitions (as required for

HMAMDR ool d cadacanaia Lian)

SysModeling.4 — system-assembly

o
.

Define the top-level System with process instances, port connections, processor definitio
processor bindings, and scheduling domain assignments.

(flat architecture required; domains start at 2)
e Reads: SysReqs | Writes: SYSModel «crerwuemrmrmmmemmiiiisss s

e How: @doc/sysmlv2-gumbo-quick-reference.md §6-8 and @doc/modeling-tips.md

nl

os®
.
.
.
.
PrY
.®
.
.
.

Development prompt
for current step

Specific references to

**| documentation sections

that provide guidance

signments.

Specific artifact reads and
writes (guardrails)

SysModeling.5 — type-check

Run HAMR type-checking and fix reported errors; iterate until clean. ‘

e How: sireum hamr sysml tipe CLI (interim: known-gaps.md Gap’B‘;.‘ipvocation in @doc/mcp-tools.md §2.4) — sourcepath conventions in

@doc/mcp-tools.md
e Reads: SysModel | Writes: SysModel

0‘.
03

HAMR Tool Use
(model type/well-formedness checking)




ntrolled Experiment to Add MavLink Firewall

RxFirewall: New MavLink ;
- New ports firewall component VMBII\II (ArduPtllo:). .
- Update contracts and implementation 4 Mg\\,/VLipnOII rsne‘;sr:cgéve
to include for routing L _——= = = ~'—| — g
- Switch from TCP to UDP | rAdPIor os”
e T R T Rk P = Update ConOps
o i TN fj I = Update Requirements
EthemetFamesRyo \E;lheme(Framestln av /_)I_:;_Ié_;"?.lav“"kmz I ElhemetFramesTf(Oj m Update/ neW model elements
T it E___PT: =' 8| | = Undate/new model contracts
EthernetFrames Rj N é;heme(Framestln} V""“O-‘"E ————— I ’i"eWB"RW Eth w for Components
- NG i ’l L _!%9_3.) emetFramest(,B i )
oY N = = Regenerate system build
0| I e i = New protection domain
g™ | - : « Updated static schedule
:>>—)~ — ) - -
' " ArduPilot in .
Linux Virtual Machine = Code component app logic
TxFirowall l (VMM) = Testing to 100% branch
Low.uev;_ . cmers | | || cmmerin comsunerl_| ] { coverage of ap.p.llca’.uon code
Ethernet Driver EmernelFramesT:;;+ A flrheme(FramesTxOun E(hemelFramesTxln;‘ I - Rust /Verus Verlflcatlon of
E«herne|FramesT§(2<‘+g_ B IlEihemetFramesTxOuiZ EthememamesTxln;‘ {: application Code to ContraCtS
T ST = All traceability, audit reports
Ethernet Driver

: : seL4 MCS

Formally verified message firewall and filtering Verified S
- pace and Time Origi .
| riginal Developer+HAMR:

components written in Rust running on bare metal. e
partitioning
~25 Hours




Change Request

Sketch k—b |:| “running the
Change Request — Planning

% Iteration ( |:|

Gate: Approve Plan D -

@ L
\14“-9‘

— workflow”

Gate: Developer team
reviews, iterates, signs off
on plan.

VIEeWw OT VVOIrKTIOW otep

Each block represents a specified,
logged and auditable step in HAMR
RASE workflow framework



hange Request Sketch

Core of the developer-authored sketch is less 20 lines of text
2 Rx Firewall (change): Indicate that VMM

Suggested approach now uses UDP instead of TCP (new policy:
drop TCP messages), concept of routing

RxFirewall . 3 q
MavLink messages to the new firewall, while

To identify network packets bound for Ardupilot and facilitate identifying single messages, the Ardupilot VM was updated to use “--“ 0

UDP instead of TCP. A packet is bound for Ardupilot if it is UDP, the source port is 14550, and the destination port is 14562.+***" Others go dlreCtly to VMM o

The Rxfirewall should no longer allow any TCP packets through. If a UDP packet is bound for ardupilot, then it should be routed to

the new Mavlink firewall component. The previously allowed packets should still route directly to the VMM (Ardupilot component). MaVIink Firewa" (nEW): Pa rse payload Of
UDP packet as a single MavLink message
(provide the MavLink documentation). Handle
The mavlink firewall should parse the payload of the UDP packet, since it is a single, serialized mavlink message. both VeI‘SIOI'lS Of MaV“nk protocol . Informal

Usc'a r.navlink_spec/Packet 'Scj:‘rialization _ MAYLink Guide. i"ltml as the specification for how Mavlink messages are descrlpt|on Of po“cy:

serialized and should be deserialized. Handle both versions of the Mavlink protocol. L - dlsa”OW messages that are malformed

- disallow messages that can update the

We are using the ArduPilotMega Dialect, which means all of the following message definitions need to be considered: flrmwa re

« mavlink_spec/ardupilotmega.xml - forward all allowed messages to VMM

12 B

Mavlink Firewall

L
"“
.
.

Disallow messages that are malformed. Disallow messages that can update the ardupilot firmware.

e mavlink_spec/common.xml
e mavlink_spec/standard.xml
e mavlink_spec/minimal.xml

All allowed messages should be routed to the VMM.

..................... ...| VMM (change): Add new ports to receive
VMM e T (e e LTk e

The VMM needs to be updated to read the network packets coming from the Mavlink firewall.




ransforms Change Request
to Engineering Plan (=p A%

Using one of RASE’s Elicitation workflows, an agent
will “interview” the developers if more information

Example (outline only): Preparing a is needed to produce a coherent plan.
Engineering Plan for a change .

workflow ChangePlan(cr): # sketch —> rey{ewable change plan; Agentciperf/orm
- -t ion s ChagoeEse irpact ana) st
]m do intake-sketch l(_eli_ci_t_gh_arlg_es_cgrle_): # archive verbatim| g ctem and assurance
]g[ 2 do baseline-survey # pin commit + project state will be updated)
3 do consistency-check # sketch internal + against baseline ¥
on blocking inconsistency —> clarify with developer, re-run 3 o~
4 do impact-analysis # impact map + non-impact argument
5 do wave-decomposition....., -
6 do write-plan e # action-requests/CR—<NN>-<slug>/change-plan.md
AP-1 plan-approval e #-may.be external: committed-plan review
on review feedback —> revise 4-6, re-present ..
@ L Fren Teemac T TevIse Ay TR Agents suggest
A — options for waves
@;7 \ 3 Gate: Developer team (decomposition work into
v bjsj‘ reviews, iterates, signs off reviewable phases)
‘e:ﬁ. on plan.




oduced Plan Waves (excerp

Expected updates to each

Bro, I've planney.
What do you

(1 of 10 sections of plan — 215 lines)
category of artifacts E
Verification gate ‘ ﬁ

Expected artifact deltas

Requirements review complete;

SysML tipe clean; integration
Summary of formal /

g 6. Waves (85)
Wave Intent Invocations
Establish
Wi1: . requirements, Delta SysPlanAndReq: delta SysModeling - New requirements documents;
ReqUIrementS, architecture, elta SysTEanANCREY; delta SYS ,0 == RxFirewall/MAVLinkFirewall/ArduPilot ]
models contracts WA contracts CompGUMBOSpec (component=RxFirewall) ; model and connection deltas: checks passing and non-vacuous;
v v N ! CompGUMBOSpec (component=MAVLinkFirewall) ; . ' generated tree reviewed withno
HAMR code S and . generated MAVLinkFirewall and ) ) .,
A K3 SysGUMBOIntegrationCheck; CodeGen. i LowLevelEthernetDriver/TxFirewall o | & f I f - d
generation - generated . affected bridge scaffolds. ) 4 informal verification an
K ffold tey, semantic delta. J . .
5 scaffold. -] validation gateS
g Workflow steps that \ . Ry ’
: | RD-1 policy encoded; valid ~" | development state to be
W D 3 Implement agents will follow. FILE_TRANSFER_PROTOCOL  +* 7 | handad off to developers
ave S and verify e . o messages pass; firmware-flash .-' .
and Intent ", receive K3 RxFirewall, MAVLinkFirewall, core activation commands and . for review.
L % i d CompDev (component=RxFirewall) ; libraries, unit/property/GUMBOX p dVIN2 f .
. routing an malformed v1/v2 frames are .
. ".. g CompDev (component=MAVLinkFirewall) ; direct tests, affected-component K .
. MAVLink . i . rejected; full branch coverage of .
.’ W2 i development/testing of firewall_core anda coverage/Verus evidence, and h d lication looi d .
olic changed application logic an .
w2 C t p'th v " separate MAVLink core as dependencies; refreshed TxFirewall verification GUMgBOX PP | g .
o wi r ; .
h : ompo[']en ou i CompDev (component=TxFirewall)/VerifyOnly. evidence with no TxFirewall source . orac e?, . .
|mp|ementat|onsl regressing delta R RxFirewall/MAVLinkFirewall Verus &
o q . : C e . ) e .
teStlng, and verlﬁcatlon TxFirewall K clean; TxFirewall verification :
proofs. o remains clean against the o
. e o o . . »
B Recognition that TxFirewall is |.~ changed firewall_core.
T UnChanged but because it Full system builds; schedule
wtzg U[{:)ga;ee VMIVrI{ed Ie ‘_‘ y::hjratzthe aISO uses the Sha red VMM ric.etlve—p:tr; c:angesi; \r:::\tjitm:(r; passtlels; four )
| rate, W SC u an . . ; microkit.schedule.xml new inkFirewall outputs reac!
w3
static Core_llbrary Wlth RXFIrewa"I domain slot; any necessary build the corresponding VMM inputs;
schedule. it should re-test and re-run glue. existing transmit path remains
contract verification. g




Change Request

Sketch } |:|
:

@! Iteration |:|

Gate: Approve Plan D -

View

Review requirements

Review SysMLv2 Models

Wave 1
[U I []
c U
.
SEc [
5 0.2 ‘P
288 O &
<2 [N
B0d [ )
O 9 o I
c38 LEfRE
O =0 D o

b

Review Contracts

Iteration on contracts (based on developer reviews)

= Contract readability suffered due to
absence of helper functions

= Agent fixed
= Placement (scope) of helper functions
(global vs component)
= Agent fixed
= Abstraction approach of contracts
= Robbie asked for justification; left as is

...this friction can be removed by improving
HAMR agent context style guidelines



Change Request

Sketch

7
gt

Gate: Approve Plan D -

%—»D—
=2l

Iteration |:|
[]

ConOps, Requirements,
Models and Contracts,

Code generation

Wave 1

S
3

OO

%@

(LN N

e View

)

(B,

[]

[]

Review
implementations

Compontent testing & verification

JI:I
P

RxFirewall, MavLink Firewall

Rust implementation

= Agent handling of CRC checks improved
base line

Iteration on component implementations
(based on developer reviews)

s Code readability suffered due to absence
of helper functions (hardcoded hex values)
= Agent fixed
= Component specific firewall logic placed

inside of reusable parsing library, instead
of client code that used the library

= Agent fixed

...this friction can be removed by improving
HAMR agent context style guidelines



e View

Change Request
Sketch I |:|
Iteration on component testing / verification
@ ﬁ Tteration I:I = Agent represented some critical logic using
‘ Verus external body (code not
Gate: Approve Plan D — Checked)
Wove 1 ove 2 = Agent fixed o |
" ] s [ = Improve: style guidelines; audit tool
4+ ~ o . .
S 8 ] 8 O = Agent with Verus found possible overflow
5 5 : TE issue in contract specification — caused
€ c [] se [] SN
598 =—gh Fa iteration back to Wave 1
o5 L stg O4 o Agent fixed
D{\%qc) O éég E &4 = Agent fixe o |
g 5 & ] . 22 (] = Improve: style guidelines; audit tools
[T ' = 5 Review test .
23 Tawed o253 reviw s/ | o Agent uncovered/fixed several other
s 2o U SSQ [ jerficato . : . :
©=C /e B B\ ; small issues via verification and testing
U728 z2zs'0

—l”



View

Change Request
Sket 57 q Iteration on system testing...
%‘ > I:I = (Manual) system testing (validation) reveal
__ problem in specs (requirements, contracts)
@ !I Iteration I:l related to subtle “0 byte truncation”
‘ optimization for MavLink messages
Gate: Approve Plan D__ = When provided with manual capture of inter-
component traffic; agent fixed
Wave 1 Wave 2 Wave 3 Wave 4

0o c
c 9 % = L] c [] o []
£ © = & O ‘ S e s [
SEec 1) . 2F O & 5 E
sS85 O siz £, O 2
Vo B £ c g a = n +
“5¢ O e h 228 2 B

n = o = >0 + c
58o goh sog L =g TENGZ
c OO ' Qo =<8 -
S 9 o =] 5 828 [ 2 E-’L
O=0 D ;E'Slt_ [] 827 & [l

9 3% 5 ] 582 :
X & . = \d
H g 8 &h O o o



=
—

Sket g

N

§ goo-go;

W
N

Manual tests DD %

B

oo s

I_'_l

By

0 DJD-
& .
Ji
edule

Il, MpvLink Firewall
itent testing & verification
w MavLjnk ports;
teq tests on hardware

i
j

]

([

ConOps, Requirements,
Models and Contracts,

Code generation

F

Update VMM [mplementation

for ne

New static sc|
2
i

ag

S

i

st
RxFirgwal
Comypon
O

L

Gl

o

Ru:

= Baseline (developer only) ~ 25 hrs

= Agent supported

= Agents: 3.75 hrs (~$35 in tokens)
= Codex - gpt-5.6-sol
= 124 descrete auditable workflow steps

\f;.’h = Developer reviews: 4 hrs

= Developer background
= Expert in HAMR and sel4;
novice in Codex (less than 1 week
experience)
= Understanding specs, code, technologies
still seems critical to avoiding technical &
cognitive debt



" Nextsteps

= Continued experiments — leading to full agentic build of
the Open Platform

= Agent automation of system testing and formal
verification

= Automated metrics framework
= Automation of assurance case construction

= Building our own agent harness that provides stronger
governance, audit, multi-model capabilities



SARAH'S REVIEW QUEUE

|
|
\

As we move into the future..

Human effort will shift

...from engineering the code

...to engineering the development and
assurance context

...to engineering layered, composable
abstractions

...that provide direction but also explainability

Partitioning architectures (e.g., selL4)
are critically important, but not

enough...

Also need..

« Layered, composable,
engineering blueprints and
abstractions

« ..that provide guideance but also
support understanding and

explainability




4 HAMR About Download Doc Papers Funding Team

HAMR

High Assurance Model-based Rapid
Engineering of Embedded Systems

HAMR ("[H]igh [Alssurance [M]odeling and [R]lapid engineering for embedded systems”) is a framework for
model-based development of critical systems. HAMR emphasizes three layers of development, explained below.

« System architecture models are specified using either the Architecture Analysis and Design Language
(AADL) or SysMLv2.

HAMR generates code for system infrastructure including inter-component communication, real-time
tasking infrastructure, and scheduling. For application components, HAMR generates code skeletons with
entry points that are invoked by the underlying scheduling framework. Developers fill in these code
skeletons with application logic to complete the behavior of the system. HAMR supports code generation
and application development in Rust, C, and Slang (a safety-critical subset of Scala).

« HAMR generates deployment infrastructure for the JVM, Linux, and the seL4 microkernel.

A key theme of HAMR is the incorporation of developer-friendly formal methods that are integrated to work
synergistically across the three development layers above. For example, in models, developers can include
behavior contracts written the GUMBO contract language. When HAMR generates code, it translates GUMBO
contract down into source code contract languages. This enables code level verification tools (e.g., Verus for

cumentation

https://hamr.sireum.org

= Documentation
= SysMLv2 with AADL Libraries
= GUMBO contract language
= Rust component development
= Rust testing and verification
= sel4 background

= Overview / Demo videos
= Worked examples
Teaching material



