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HAMR
HAMR – tool chain for building high-assurance embedded systems

Modeling, analysis, and 
verification in the SysMLv2 
and AADL modeling languages

Model-level behavior specifications 
(e.g., contracts) and analyses

Component development and 
verification in multiple 
languages

• Rust (with Verus contract verification framework)
• C
• Slang (developed at Kansas State)

• safety-critical subset of Scala
• contract language + verification 

Deployments on multiple 
platforms
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CAmkES & microKit
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Systems Engineering 
Ecosystems

Requirements Engineering

Domain Concepts

Diagrams for Planning

Potential Benefits to seL4 Application Developers

RASE for seL4 using HAMR

Collins Aerospace INSPECTA:  A systems engineering environment based on standardized modeling languages 
(SysMLv2, AADL) with accompanying analysis, verification, and assurance case tools

seL4 ecosystem tools for kernel 
configuration…
• seL4 permissions (capabilities), 
• partitioning, 
• inter-partition communication
• virtual machines hosting

Microkit / CAmKES Specification

se
L4

 D
ep

lo
ym

en
t

Sy
st

em
s 

En
gi

ne
er

in
g

Software/Hardware/Middleware modeling
Formal specs + testing+ verification
Assurance case construction
..
Information Flow Analysis
Timing / Scheduleability

SysMLv2 / AADL IDE – VSCode / Cameo ..integrate seL4 configuration with…

Microkit system description (XML)



Industry workflows

Planning Diagrams

Requirements Engineering

Domain Concepts

Potential Benefits to seL4 Application Developers
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Collins Aerospace INSPECTA:  A systems engineering environment based on standardized modeling languages 
(SysMLv2, AADL) with accompanying analysis, verification, and assurance case tools

Microkit / CAmKES Specification
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Software/Hardware/Middleware modeling
Formal specs + testing+ verification
Assurance case construction
..
Information Flow Analysis
Timing / Scheduleability

SysMLv2 / AADL IDE – VSCode / Cameo INSPECTA Capabilities

Microkit system description (XML)

Goals: 

* MBD tools for building 
   verified applications 
   on top of seL4
*  seL4 more accessible
* automate assurance aspects 

HA
M

R 
Au

to
-g

en
er

at
io

n
Microkit system description
Microkit code bindings (entry point skeletons)
VM configurations (partial)
Build scripts
Skeleton system, 
    e.g.,  immediately runnable on Qemu (agile)

Protection domain automated unit testing infrastructure
Code-level contract information (e.g., Rust/Verus)

Traceability information
Assurance case structures (partial)

Auto-generated 



Challenges – In a World Rushing to Agentic Development

n “Understanding is the new bottleneck”
n Agent outputs are non-deterministic and 

possibly wrong
n New emphasis for developers, instead of writing code…

n Writing ”blueprints” - formal and informal specifications to 
direct agents

n Using trustworthy methods to check that the system 
realization satisfies the specifications

n Did we get the specifications right? 
(understanding)

RASE for seL4 using HAMR

Challenges for development…

Enormous capacity for rapidly producing code, writing tests, 
running tools, performing reviews, …

Reference: “Understanding is the new bottleneck” – Geoffrey Litt
https://www.geoffreylitt.com/2026/07/02/understanding-is-the-new-bottleneck
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Challenges – In a World Rushing to Agentic Development

n How to provide evidence-backed arguments 
to certifiers when we have trouble 
understanding ourselves?

n Certification took a long time before…
n To retain the benefits of agentic output, we 

need assurance at greater velocity and scale
n “Explainability / Assurance / Compliance is the new 

bottleneck”

RASE for seL4 using HAMR

Challenges for certification – convincing auditors that our systems 
are safe, secure, and satisfy their specifications



Our Vision: 
Rigorous Agentic Systems Engineering

RASE for seL4 using HAMR

Humans and agents working together as part of an 
integrated repeatable engineering process

Development is directed via layers of linked 
blueprints – which also support 
understanding and explaining.



Rigorous Agentic Systems Engineering

RASE for seL4 using HAMR

Agents are deployed with 
distinct roles and with 
guardrails and gates 
governing their actions.  

Telemetry tools provide an auditable 
log of agent actions, measurements of 
work products and cost  (tokens 
spent/time) 
– leading to a clear understanding of 
tradeoffs between agents and human 
developers



Rigorous Agentic Systems Engineering
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Development 
Reports & Dashboards --  
summarizing development 
state (how is the work 
decomposed and allocated, 
work completed/TBD), status 
of conformance to blueprints…

Compliance Dashboards --  
summarize conformance of 
agent actions to specified 
processes and guardrails, and 
to compliance documents



Rigorous Agentic Systems Engineering

RASE for seL4 using HAMR

Externalize 
Understanding and Trust

“Governed Autonomous Engineering Environment” that externalizes trust in both product and process “at velocity” and “at scale”



Talk Outline / Arc

n Example Artifacts –
n What automation HAMR provides 

already; 
n what it means for agents

n RASE Agent Workflow Framework
n Telemetry; Friction Reporting
n Experiments with Dornerworks as 

part of the Collins INSPECTA 
project

RASE for seL4 using HAMR



INSPECTA Public Demonstrator:
Open Platform Basic Architecture
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The Open Platform 
implements 
representative features 
of the Collins RapidEdge 
mission computer

Open Platform 
development is led by 
Dornerworks.

ArduPilot placed in 
Linux Virtual Machine
in seL4 partition

seL4
- Verified Space and Time partitioning

Add Formally verified firewall and message filtering 
components written in Rust running on bare metal.

”Cyber-Retrofit” -- Improving Security & Cyber-Resiliency of Legacy System



Functional Concepts
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High-level concepts of message policy enforcement..

ArduPilot in 
Linux Virtual Machine

Ethernet Driver seL4 MCS
- Verified Space and Time partitioning

Formally verified firewall and message filtering 
components written in Rust running on bare metal.

Interact with drivers to 
retrieve/send frames

MavLink Firewall: 
MavLink-specific 
policies

RxFirewall:
– 
drops malformed, 
non-white-listed, 
unwanted 
EthType frames

TxFirewall:
Guardings outgoing 
messages

The Open Platform 
implements 
representative features 
of the Collins RapidEdge 
mission computer

One scenario:

Hardening a legacy 
application for greater 
cyber-security and 
resiliency

Static cyclic shedule



VSCode SysMLv2 HAMR Front End
SysMLv2 front-end for HAMR – enabling model-based development for seL4

RASE for seL4 using HAMR

RxFirewall 
component as a 
SysMLv2 part.

SysMLv2 Attributes -
Execution/Code properties – 
Thread pattern, source code 
language, resource constraints, 
scheduling info (using OMG AADL 
property libraries)

Verification results for 
model-level contracts

Datatypes - SysMLv2 
encodings of datatypes 
specified using AADL Libraries
(ethernet message, UDP Frame)

Beyond standard SysMLv2:
Formal behavior specifications 
-- GUMBO contract language
--- reasoning at model and code levels

…using OMG RTESC AADL libraries for SysMLv2

feedback

HAMR MCP
Syntax checker
Constraint checker

Read/Write files

Sketch



VSCode SysMLv2 HAMR Front End
SysMLv2 front-end for HAMR – Dornerworks specified the desired architecture of the system

RASE for seL4 using HAMR

RxFirewall 
component as a 
SysMLv2 part.

Execution/Code properties – 
Thread structure, source code 
language, resource constraints, 
scheduling info (using OMG AADL 
property libraries)

Verification results for 
model-level contracts

Datatypes - SysMLv2 
encodings of datatypes 
specified using AADL Libraries
(ethernet message, UDP Frame)

Beyond standard SysMLv2:
Formal behavior specifications 
-- GUMBO contract language
(auto-generate testing, verification, assurance 
management)

…using OMG RTESC AADL libraries for SysMLv2

feedback

HAMR MCP
Syntax checker
Constraint checker

Read/Write files

Sketch

Structural Blueprint:  Both developers and agents treat the 
model as the single source of truth for the system 
architecture, with key functional and non-functional properties.



HAMR Generates seL4 Kernel Configuration

RASE for seL4 using HAMR
seL4 microkernel guarantees partitioning of components 
and communication (backed by computer-checked proofs)

• Auto-generated partition declaration 
for component as a seL4 Microkit 
protection domain, 

• memory block for each port, and
• read/write permissions -- information 

flow controls for component input/output

RxFirewall 
SysMLv2 RxFirewall Microkit Protection 

Domain (partition) spec 

HAMR Code Generation for seL4 – 
a bunch of artifacts for 
building and deploying



HAMR Allocates and Configures 
1-Way Communication Paths Between Partitions
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HAMR Code Generation for seL4 -- 
a bunch of artifacts for 
building and deploying

seL4 microkernel guarantees partitioning of components 
and communication (backed by computer-checked proofs)

Memory region declarations 
implementing communication channels 
between each partition. 

Critical!  
HAMR guarantees that deployed system 
has EXACTLY the partitioning and 
information flow properties 
reflected in the model

Specs for communication 
pathways between partitions 



HAMR Generates Scheduling Infrastructure 
(Time Partitioning)
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HAMR Code Generation for seL4 
guarantees that deployed system 
has the partitioning and 
information flow properties 
reflected in the model

seL4 microkernel guarantees partitioning of components 
and communication (backed by computer-checked proofs)

Scheduling infrastructure to enforce the time-
partitioned execution of components using seL4 MCS



HAMR Auto-generates Support for
Component Application Code
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HAMR Code Generation for seL4 
guarantees that deployed system 
has the partitioning and 
information flow properties 
reflected in the model

seL4 microkernel guarantees partitioning of components 
and communication (backed by computer-checked proofs)

For each thread component, HAMR generates…
• Application code skeletons in Rust or C
• Port APIs for reading/writing to ports
• Automated unit testing infrastructure

Developer codes 
application logic, 
e.g., in Rust, C

To help the developer…



HAMR Auto-generates Support for
Component Application Code

RASE for seL4 using HAMR

HAMR Code Generation for seL4 
guarantees that deployed system 
has the partitioning and 
information flow properties 
reflected in the model

seL4 microkernel guarantees partitioning of components 
and communication (backed by computer-checked proofs)

To guardrail the agents…

Agents code within 
the guardrails. 

• Agents are prohibited from modifying the HAMR-
generated APIs and infrastructure code

• They only add/modify code for application logic
• Ensures predictability of composition and soundness of 

the GUMBO contract framework



HAMR Generates Correspondence Information
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HAMR Code Generation for seL4 
guarantees that deployed system 
has the partitioning and 
information flow properties 
reflected in the model

seL4 microkernel guarantees partitioning of components 
and communication (backed by computer-checked proofs)

For each model feature, 
  ..corresponding app code element
  ..corresponding infrastructure code
  ..corresponding kernel element

  ..etc., etc.

Bi-directional traceability reports 
document model/code alignment

…evidence of no model/code drift



Auto-generated System Feature Traceability for 
Manage Heat Source Port (GitHub Markdown)
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HAMR auto-generates traceability reports, e.g., for a port – relationships between model, code, kernel artifacts 

(Model) SysMLv2 port declaration

(Code) HAMR-generated Rust API/implementation

(seL4 Microkernel) Declaration/protection of storage for port

Externalize Understanding –
of relationship between 
• blueprint layers
• blueprints and code



HAMR Model / Code / Executable Alignment
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HAMR Code Generation for seL4 
guarantees that deployed system 
has the partitioning and 
information flow properties 
reflected in the model

seL4 microkernel guarantees partitioning of components 
and communication (backed by computer-checked proofs)

n HAMR generates
cryptographic alignment certificates

n Will signal violations when..
n generated kernel partitioning, 

infrastructure code, contracts have been 
changed “behind the scenes”

n models changed without re-running 
HAMR code generation

n Enforced by Life-cycle Attestation 
framework (Univ of Kansas)

Evidence of “no drift”…
Model / Code 
Alignment

Governance

Agents must only configure 
architecture/partitioning and contracts 
using models (single source of truth)



GUMBO – Behavioral Blueprints 
via Multi-Level Contract Framework
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assume  …
guarantee …assume  …
guarantee …

assume  …
guarantee …assume  …
guarantee …

assume  …
guarantee …assume  …
guarantee …

assume  …
guarantee …assume  …
guarantee …

Formal specification, testing, and verification of functional properties is coordinated using GUMBO contracts

Verus – Rust
formal verification Rust

Verus contract

n GUMBO – 
Model-level 
contracts

n Programming 
language 
independent

n Model-level 
contracts are 
automatically 
translated and 
woven into 
code

…Linking model-level contracts to Verus code-level contracts

Guardrails:  Agent-
produced code must verify 
against the blueprints.

Behavior Blueprints
(formal contracts in model)

Requirements

Review
HAMR Code Generation takes 
model level GUMBO to 
code-level contracts 
(e.g., Verus contracts)



GUMBO – Multi-Level Contract Framework
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assume  …
guarantee …assume  …
guarantee …

assume  …
guarantee …assume  …
guarantee …

assume  …
guarantee …assume  …
guarantee …

assume  …
guarantee …assume  …
guarantee …

Formal specification, testing, and verification of functional properties is coordinated using GUMBO contracts

n GUMBO – 
Model-level 
contracts

n Model-level 
contracts also 
translated into 
executable 
contracts (bool 
functions)

n Property-based 
Randomized 
Testing

n Run-time 
monitoring

PropTest – Rust
property-based testing

HAMR Theme: every formal functional spec is also executable/testable!

HAMR Code Generation takes 
model level GUMBO to 
executable contracts (and 
lots of testing infrastructure)

Auto-generated coverage reports

Default:  Agent writes test cases for 100% 
branch coverage of app code & contracts



Towards a Repeatable and Auditable Engineering 
Process

n How do developers “prompt” the agents into 
action in a consistent way?

n How do we coordinate handoffs between 
developers and agents? (e.g., stopping for 
human reviews and sign offs)

n How do we track planned and completed agent 
work as documented “work units”?

n How do we spot friction in agent activity and 
improve our framework over time?

RASE for seL4 using HAMR



HAMR Agent Context Repo

n General documention of HAMR workflows 
and tooling

n Micro-examples covering model and 
contract syntax

n Agent citable development guidelines, 
patterns, anti-patterns

n MCP and CLI usage of HAMR tools
n Semi-formal specification of HAMR 

workflow (with skill library for driving the 
development process)

n Skill library – Administration – generating 
transcripts and tutorials, experiment set 
up, audits and friction assessment

RASE for seL4 using HAMR

Team-shared curated respository of context material to support HAMR agentic development 

My Project 
Repo

HAMR Agent
Context
Repo

ClaudeCodex



Agent Workflow Steps Specified 
in HAMR Agent Context

HAMR - SysMLv2/AADL to Rust + seL4

HAMR Agent Context includes workflow specifications
(context info automatically included in HAMR RASE projects)

(This text is an agent-produced summary of the actual definition 
shown on the following slides)

Workflow 
Specifications

Example (outline only): Developing a SysMLv2 HAMR model that is well-
formed, aligned with Requirements, aligned with HAMR developer guidance

Incrementally build (update) 
model, apply type-checking tool

Agent audits + iteration points (when necessary)

Developer Audit Point 
(review and approve architecture)

Iteration



Example Workflow Steps – System Modeling (excerpts)

HAMR - SysMLv2/AADL to Rust + seL4

Note: Understand this as structured natural 
language script that an agent follows

…

… HAMR Tool Use 
(model type/well-formedness checking)

Development prompt 
for current step

Specific references to 
documentation sections 
that provide guidance 

Specific artifact reads and 
writes (guardrails)



Example: Controlled Experiment to Add MavLink Firewall

RASE for seL4 using HAMR

ArduPilot in 
Linux Virtual Machine 
(VMM)

Ethernet Driver seL4 MCS
- Verified Space and Time 
partitioning

Formally verified message firewall and filtering 
components written in Rust running on bare metal.

New MavLink 
firewall component

RxFirewall:
- New ports
- Update contracts and implementation 

to include for routing
- Switch from TCP to UDP

VMM (ArduPilot):
- New ports to receive 

MavLink messages

n Update ConOps
n Update Requirements
n Update/new model elements
n Update/new model contracts 

for components
n Regenerate system build 

n New protection domain
n Updated static schedule

n Code component app logic
n Testing to 100% branch 

coverage of application code
n Rust/Verus verification of 

application code to contracts
n All traceability, audit reports

Original Developer+HAMR: 
~25 Hours



Bird’s Eye View of Workflow Step 
Structure

RASE for seL4 using HAMR

Iteration

Gate: Approve Plan

Each block represents a specified, 
logged and auditable step in HAMR 
RASE workflow framework

Change Request
Sketch

Gate: Developer team 
reviews, iterates, signs off 
on plan. 

“running the 
Change Request – Planning 
workflow”



Input: Change Request Sketch
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Core of the developer-authored sketch is less 20 lines of text 
Rx Firewall (change): Indicate that VMM 
now uses UDP instead of TCP (new policy: 
drop TCP messages), concept of routing 
MavLink messages to the new firewall, while 
others go directly to VMM. 

Mavlink Firewall (new): Parse payload of 
UDP packet as a single MavLink message 
(provide the MavLink documentation).  Handle 
both versions of Mavlink protocol.  Informal 
description of policy: 
- disallow messages that are malformed
- disallow messages that can update the 

firmware
- forward all allowed messages to VMM

VMM (change): Add new ports to receive 
input from the MavLink firewall



Agents Transforms Change Request 
Sketch Into Engineering Plan
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Example (outline only): Preparing a 
Engineering Plan for a change

Agents perform 
impact analysis 
(what parts of the 
system and assurance 
will be updated)

Using one of RASE’s Elicitation workflows, an agent 
will “interview” the developers if more information 
is needed to produce a coherent plan.

Hey,…

Agents suggest 
options for waves
(decomposition work into 
reviewable phases)

Gate: Developer team 
reviews, iterates, signs off 
on plan. 



Agent-Produced Plan Waves (excerpts)
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Wave IDs 
and Intent

Workflow steps that 
agents will follow.

Expected updates to each 
category of artifacts

Summary of formal / 
informal verification and 
validation gates, 
development state to be 
handed off to developers 
for review.

Recognition that TxFirewall is 
unchanged but because it 
also uses the shared 
core_library with RxFirewall, 
it should re-test and re-run 
contract verification. 

Bro, I’ve planned. 
What do you 
think?(1 of 10 sections of plan – 215 lines)

W1: 
Requirements, 
models, contracts, 
HAMR code 
generation

W2: Component 
implementations, 
testing, and verification

W3: Update VMM, 
integrate, new schedule



Bird’s Eye View
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Iteration

Gate: Approve Plan

Wave 1
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Change Request
Sketch

Review requirements

Review SysMLv2 Models

Review Contracts

n Contract readability suffered due to 
absence of helper functions
n Agent fixed

n Placement (scope) of helper functions 
(global vs component)
n Agent fixed

n Abstraction approach of contracts
n Robbie asked for justification; left as is

Iteration on contracts (based on developer reviews)

…this friction can be removed by improving 
HAMR agent context style guidelines



Bird’s Eye View
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Iteration

Gate: Approve Plan

Wave 1
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Change Request
Sketch

Review 
implementations

n Code readability suffered due to absence 
of helper functions (hardcoded hex values)
n Agent fixed

n Component specific firewall logic placed 
inside of reusable parsing library, instead 
of client code that used the library
n Agent fixed

Iteration on component implementations 
(based on developer reviews)

…this friction can be removed by improving 
HAMR agent context style guidelines
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n Agent handling of CRC checks improved 
base line



Bird’s Eye View
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Iteration

Gate: Approve Plan

Wave 1
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Change Request
Sketch

Review tests / 
verification

n Agent represented some critical logic using 
Verus external_body (code not 
checked)
n Agent fixed
n Improve: style guidelines; audit tool

n Agent with Verus found possible overflow 
issue in contract specification – caused 
iteration back to Wave 1
n Agent fixed
n Improve: style guidelines; audit tools

n Agent uncovered/fixed several other 
small issues via verification and testing

Iteration on component testing / verification 
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Bird’s Eye View
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Iteration

Gate: Approve Plan
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Change Request
Sketch
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n (Manual) system testing (validation) reveal 
problem in specs (requirements, contracts) 
related to subtle “0 byte truncation” 
optimization for MavLink messages

n When provided with manual capture of inter-
component traffic; agent fixed

Iteration on system testing…
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Assessment
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n Baseline (developer only) ~ 25 hrs
n Agent supported

n Agents: 3.75 hrs (~$35 in tokens)
n Codex - gpt-5.6-sol
n 124 descrete auditable workflow steps

n Developer reviews: 4 hrs
n Developer background

n Expert in HAMR and seL4; 
novice in Codex (less than 1 week 
experience)

n Understanding specs, code, technologies 
still seems critical to avoiding technical & 
cognitive debt



Next Steps

n Continued experiments – leading to full agentic build of 
the Open Platform

n Agent automation of system testing and formal 
verification

n Automated metrics framework
n Automation of assurance case construction
n Building our own agent harness that provides stronger 

governance, audit, multi-model capabilities

RASE for seL4 using HAMR



Key Takeaways
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• Partitioning architectures (e.g., seL4) 
are critically important, but not 
enough…

• Also need..
• Layered, composable, 

engineering blueprints and 
abstractions

• ..that provide guideance but also 
support understanding and 
explainability

Human effort will shift 
…from engineering the code 
…to engineering the development and 
assurance context
…to engineering layered, composable 
abstractions
…that provide direction but also explainability

As we move into the future..



Website / Documentation

n Documentation
n SysMLv2 with AADL Libraries
n GUMBO contract language
n Rust component development
n Rust testing and verification
n seL4 background

n Overview / Demo videos
n Worked examples
n Teaching material

RASE for seL4 using HAMR

https://hamr.sireum.org


