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Abstract

Formal verification can provide particularly strong evidence in support of certification claims.
However, using formal verification results effectively in a certification context can be
challenging, particularly when their scope, assumptions, and relevance to broader system-
level claims need to be understood and communicated. This presentation identifies some of
these challenges and examines what is needed for formal verification results to become
compelling certification evidence.

This presentation explores how structured assurance arguments can provide a framework
for addressing these challenges. Such arguments are increasingly used for complex
systems, and in some industries are becoming an expected part of the certification
package. These arguments can make explicit how formal verification contributes to higher-
level claims, how it relates to other forms of evidence, and how together these elements
support confidence in the overall safety case.
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Dr. Laure Millet is the Vice President Research at Critical Systems
Labs Inc. (CSL), with an international reputation for expertise in system
safety for complex systems.

Most of her projects address safety challenges associated with
emerging technologies, particularly Al and ML, as well as their use to
support and improve system safety. Laure specializes in systems

engineering and safety engineering methodologies for compliance with

standards such as ISO 26262, 1SO 21448 (SOTIF), and ISO/PAS 8800. She also contributes to
the development of standards, particularly sections addressing systems that incorporate Al or
are developed using Al.

Laure is also a co-lead of CSL’s product development team of highly skilled researchers and

developers for the Socrates Assurance Case Editor. She earned a Ph.D. in Computer Science,
with a focus on formal methods, from Pierre and Marie Curie Université (France).
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A proof is evidence... but...

Formal verification Certification still asks:
shows:

 a stated property holds; * What system claim does
it support?
- for a specific model; » Is the model adequate?

under defined

. * \What remains outside
assumptions.

the proof?
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FM Experts Certification Experts

is the tool qualified ?
none of us understand | A

the notation

whatis
: l‘goal proved’?

Lonly i
rust &
testing &

Q)
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\ » What exactly was proved?
. is the tool qualified ? = |s the model representative?
ol | " S papioaerstond A

Sikae) | whatis = What is outside the scope?

=B~ 5g "goal proved’?

= |s the toolchain qualified?

= Can the result be independently
reviewed?

= |s the traceabillity to the system claim
complete?

= What do we do if the system change?

7



nnnnnnnnn g Safely

D / Critical Systems Lab

From Problem to Solution

= Problem : Formal methods are used to produce verification evidence

* That will need to be explained.

* That can be combined with other kinds of evidence.

= Solution: A structured argument

* That provides the necessary explanation from the top-level claim to the
available evidence.

* That clearly identifies the scope, assumptions and limitations.
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} Claims define what must be demonstrated

Argument explains how a claim is supported
with defeaters clearly capturing doubts

} Evidence provides support for claims
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o top-level claim

strategy, assumption and context

Ccoo12 C0013

Test Result

FM Result

Test Result

_ evidence

FM Result
4

Test Result
Test Result o

Test Result
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Vv Vo Vh vp [(v<Lvmax & o<LOmax & h<CHAmax)—(|p—LaneCenter|<1 if s=LKS(v,0,h))]

C0025

Given the current trajectory of the vehicle. i
the current lateral velocity is less than
LVmax, the current lateral offset if less than

angle is less than ChiAmax; the automated Links to formal verification results
driving system will request a change to the
steering angle that will prevent lane
departure if executed correctly.

FM LK-342

A executable

Verified by Formal Veerification using FM

O

D0035 D006 D0037 D008
Unless the formal model is not a Unless the scope of the formal verification Unless the property expressed in C0025 is Unless the formal verfication tool is
conservative representation of the LK does not include all of the dependencies not comrectly represented in the formal defective, i.e., produces a false positive
design and implementation. such as COTS libraries. verification. resuit.

(f T ? |
S0039 $0042 S0045
Argueova"amonstakmbestabish Argue that suct SR D A:nu.neover‘aebmtakmbstab&_\ 0)040
confidence in the formal model such as o i by ““. explicitly stated confidence in the formal representation of An independent "proof checker” has been
showing that the formal verification fails in this t or limitations by the property such as showing that the formal used to validate the output of the theorem-
when the formal moded is intentionally : agul . —— \l/ verification fails when the formal proving tool.
cofrupted. ) specification is intentionally corrupted. o
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Change Management

1. Classify the changed in the system

2. Trace dependencies to claims and assumptions

3. Reassess the proof: f
Locate affected models, lemmas and obligations |

4. Require replayed proofs;
record failures and new limitations

5. Establish a new baseline
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SPIs reveal broken assumptions

= Each SPI| monitors an assumption or a limitation
= Can identify:
* Configuration drift

* Operating envelope excursions

= Provides actionable evidence that the argument is incomplete
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Maintaining confidence over the lifecycle

= Explain the evidence
= Manage change
= Monitor operations

= Reassess confidence
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Bridging the Gap Between IEC 61511
and Use of Alin Plant Safety

Not a “One Size Fits All’ for Alin
Safety Assurance

B
cslabs.com

Balancing Al's Promise and Peril in
Assurance

From Standard to System: ISO/PAS
8800 Assurance in Practice with
Socrates

Establishing Trust in Data for Critical
Decision Making

First of its Kind - The NRC Sees the

Argument

Utilizing an Assurance Case Argument
1o Drive Development

Safety Integrity Levels for Artificial
Intelligence

Incremental Assurance Through

Criti

cal Systems Labs

Innovating Safely

Assurance Case Development as Data
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