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Windows 11. On libvmm.

* libvmm: library for making VMMs on selL4 Microkit.

» Unmodified Windows 11 Pro deployment from retail install media on
libvmm:
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Why?

« Mixed-criticality systems that need both legacy Windows workload and
selL4’s guarantees.

libvmm

VCPU
Native Native
Workload A Workload B

‘ T
Passthrough Device “
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Prior Art

OS Framework Microkit

Target ARM + x86
architectures

Drivers Integration with sDDF

Guest boot Direct Linux kernel load, or OVMF UEFI firmware
mechanism

Guest Support Windows 10, 11 (x86 only) and Linux

Performance Hardware accelerated APIC virtualisation (Intel APICv)
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CAmMKES
ARM + x86

Uses its own drivers

Direct kernel load only

Linux

Software emulated APIC
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Booting Linux

 Linux hands you a documented direct boot protocol.

memcpy (kernel dest, kernel blob, kernel size);
memcpy(initrd dest, initrd blob, initrd size);
memcpy(cmdline dest, cmdline_str, cmdline_size);
memcpy(zero_page dest, zero_page, zero_page_size);
memcpy (acpi_dest, acpi_tables, tables size);

/* Set up kernel page table */
/* Resume VCPU at Linux handover offset in long mode. */
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Booting other OSes

* Windows/GRUB/Limine hand you an EFI executable that expects UEFI
services.

/* Mount EFI partition */
/* Read in Windows Boot Manager */

memcpy (somewhere??, bootmgfw_efi, size);

/* Resume VCPU at ??? */

* No direct boot, this won’t work.
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Booting other OSes

* The guest boot path needs to be generalised.
* Load OVMF UEFI, then let the firmware load any guest OS.

» Enabled by selL4 PR #1600 “x86/vcpu: Support guest-managed mode
transitions and Unrestricted Guest”, landed in seL.4 15.0.0.

Direct boot Firmware boot m
B 85— ——EE3
Linux specific Firmware
loading code loading code
Firmware

loads OS
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Booting other OSes

libvmm

Firmware
Loader

Resume
VCPU

Reset Vector

OXFFFF_FFFO

Real mode
16-bit

Time
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Booting other OSes

libvmm

Firmware
‘ Loader \ ‘fw_cfﬂ

Resume ACPI, E820
VCPU Tables

Reset Vector OVMF Firmware
OxFFFF_FFFO SEC, PEI, DXE

Real mode Protected
16-bit 32-bit

Long mode
SZ o]

Time
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Booting other OSes o=

libvmm
‘ Firmware \ virtlO virtlO
Loader [fw_cfg] [ Block ] [ Net ]
Resume ACPI, E820 Guest OS
VCPU Tables Data PXE Boot

Reset Vector OVMF Firmware
OxFFFF_FFFO SEC, PEI, DXE

Real mode Long mode
16-bit 64-bit

Time
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Booting other OSes o=

libvmm
Firmware virtlO virtlO
‘ Loader \ [fw_cfg] [ Block ] [ Net ]
Resume ACPI, E820 Guest OS
VCPU Tables Data PXE Boot
\ 4 v

bootmgfw.efi

Windows Boot winload.efi

Loads ntoskrnl.exe

Reset Vector

OXFFFF_FFFO

Manager

Real mode Long mode
16-bit 64-bit

Time
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Intel APICv

» Once UEFI worked, Windows booted.
* |t took >10 minutes to load an unusably slow desktop. Why?
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Intel APICv

» Once UEFI worked, Windows booted.
* |t took >10 minutes to load an unusably slow desktop. Why?

» Windows reprograms the APIC’s Task Priority Register (TPR) 50,000 times
a second!

Interrupt

Vectors
f > CPU

TPR, Windows’ “IRQL”
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Intel APICv

e Linux used cli and sti which doesn’t cause VM exits.

Code Uninterruptible Code Code

Time =

| X
/ /
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Intel APICv

 TPR access destroys guest performance:

VM Exit seL4 VMEnter() returns
VCPU \/ \‘
selL4 VMM
EH [ intel VTx driver | [ APIC Emulator |
VM Resume Calls selL4 VMEnter()
\_ J
Yo

. Additional nested virtualisation
W'KV M overhead if on QEMU
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Intel APICv

» Solution: use hardware acceleration.
« Hardware maintains virtual APIC (IRQ controller) state in a 4K page.
» Hardware performs most of APIC virtualisation rather than software.

Setup APICv Setup APICv
selL4 VMM
HH [ intel VTx driver | [ APICvsetup |

APIC accesses (mostly VM Exit-free)
Set IRQ

Virtual APIC Page pending bit

© Bill Nguyen 2026, CC BY 4.0
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Intel APICv

* Windows boot time went from >10 minutes to 60 seconds, desktop finally
usable.

» Kernel RFC in discussions.
* Prior Art in Bhyve (BSD hypervisor): reviews.freebsd.org/D22942
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reviews.freebsd.org/D22942

Debugging

 Firmware made Windows bootable.

» APICv made it usable.
« But how to debug a closed source guest that tells you nothing?

© Bill Nguyen 2026, CC BY 4.0
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Debugging - Linux

 Quite straightforward

Kernel crash prints a stacktrace

Oops: general protection fault, kernel NULL pointer dereference 0x0: 0000 [#1] SMP PTI
CPU: @ UID: @ PID: @ Comm: swapper/@ Not tainted 6.19.0 #1 PREEMPT(voluntary)
RIP: 0010:fpu__init_cpu_xstate+@0x75/0x100
Code: 7f 01 b9 c4 01 00 @0 48 89 c2 48 cl ea 20 Of 30 66 90 65 48 89 @05 23 14 45 02 48
RSP: 0000:ffffffff97c03e70 EFLAGS: 00000246
0000000000000003 RBX: 0000000000000282 RCX: 0000000000000000
0000000000000000 RSI: 0000000000000000 RDI: 00000000003506T0
: 0000000000000200 RO8: 0000000000000005 RQ9: ffffdfffffffffff
. 0000200000000000 R11: 0000000000000014 R12: 0000000000000003
R13: 0000000000000001 R14: 0000000000000000 R15: 0000000003e18000
FS: 0000000000000000(0000) GS:ffffall437111000(0000) knlGS:0000000000000000
CS: 0010 DS: 0000 ES: 0000 CRO: 0000000080050033
CR2: ffffall3c9800000 CR3: 0000000008c30000 CR4: 00000000003506T0
Call Trace:
<TASK>
fpu__init_system_xstate+@x1e3/0xa40
fpu__init_system+@x9d/0xc@
arch_cpu_finalize_init+@xe9/0x
start_kernel+ c/0x780
x86_64_start_x rvations+0x24/0x30
x86_64_start_kernel+@xc8/0xd0
common_startup_64+0x13e/0x148
</TAS
Modules linked in:
---[ end trace 0000000000000000 ]---
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Debugging - Linux

* Quite straightforward

Oops: general protection fault, kernel NULL pointer dereference ©x@: 0000 [#1] SMP PTI
CPU: @ UID: @ PID: @ Comm: swapper/@ Not tainted 6.19.0 #1 PREEMPT(voluntary)

RIP:
Code:

Kernel crash prints a stacktrace

0010: fpu__init_cpu_xstate+0x75/0x100

7f 01 b9 c4 @1 00 00 48 89 c2 48 cl ea 20 Of 30 66 90 65 48 89 05 23 14 45 02 48

1 0000: fFffffff97c03e70 EFLAGS: 00000246

: 0000000000000003 RBX:
: 0000000000000000 RSI
: 0000000000000200 ROS:
. 0000200000000000 R11
: 0000000000000001 R14:

0000000000000282
0000000000000000
0000000000000005
0000000000000014
0000000000000000

: 0000000000000000
: 00000000003506T0
o FEFFAFFFFFFFFfff
: 0000000000000003
: 0000000003e18000

0000000000000000(0000) GS:ffffal1437111000(0000) knlGS:0000000000000000
0010 DS: 0000 ES: 0000 CRO: 0000000080050033
: ffffall3c9800000 CR3: 0000000008c30000 CR4: 00000000003506T0
Call Trace:
<TASK>
fpu__init_system_xstate+@x1e3/0xad0
fpu__init_system+@x9d/0xc@
arch_cpu_finalize_init+@xe9/0x170
start_kernel+@x6fc/0x780
x86_64_start_reservations+@x24/0x30
x86_64_start_kernel+@xc8/0xdd
common_startup_64+0x13e/0x148
</TASK>
Modules linked in:
---[ end trace 0000000000000000 ]---

Booting Windows on an x86-64 seL4-based VMM, Sep,26

Guest
Execution

In other cases, turn off KASLR then:

3 VMM

Guest RIP
OxFFFF_FFFF_8100_1850

$ addr2line -e vmlinux -f -i -C $RIP

# or other tools
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Debugging - Windows o=

* Less forgiving. A problem does not cause a blue screen if the kernel has not
booted far enough. Regardless, Windows doesn’t give us enough information.

Your PC ran into a problem and needs to restart. We're
just collecting some error info, and then we'll restart for
you.

20% complete
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Debugging - Windows

» Must use a kernel debugger and no C sources to look at.

p ¥ com:port=com1,baud=115200 - KD ‘com:port=com1,baud=115200', Default Connection - WinDbg 1.2606.22001.0

Home

Debuggee VM Debugger VM Il B Pseow

=~
Erask Go {*}Step Into
w ﬁ‘ Step Over

.‘Serial over TCP

Time Travel Scripting Source Extensions Command

Restar ] J onai|
EA o
il

St Débugging Settings [Source| Assembly  Local Feedback
A Detach Help v

Command X

=
‘S Response Time (ms) Location | | Frame Ind Call Site 3 Ehild-SF
o Deferred srv* [0x0] nt!DbgBreakPointWithStatus Resize column 14298618
o Symbol search path is: srv® i .
< Executable search path is: 0x1 nt!KiBugCheckDebugBreak=0x12 Oxfffff8002d4298700
| . Windows 1@ Kernel Version 19841 MP (1 procs) Free x64 Ox2 nt!KeBugCheck2+0x946 Oxfffff8002d298760
Edition build lab: 19841.1.amd64fre.vb_release.191206-1486 o
< = e 03 t!KeBugCheckEx+0x107 Oxfffff8002d298e70
Kernel base = @xFFFFF300° 28660000 PsLoadedModuleList = exfFfF | ool MiKeBugCheckbx-Ox &
System Uptime: @ days ©:00:00.000 O nt!KiSetFeatureBits+0x61b9 Oxfffff8002d298eb0
;‘;Egbugﬁervi C;é +8x5: 0x5 ntiKilnitializeBootStructures+0x30b  OFFFFB002d298760
800" 28ae6fdS cc int 3
kd> g [Ox6’ nt!KiSystemStartup+0x150 Oxffiff8002d2981c0

GetContextState failed, @xDoeesgel
GetContextState failed, exDBo8asdE1
GetContextState failed, exDeeeoeel
GetContextState failed, exDeeessel
KDTARGET: Refreshing KD connection

*** Fatal System Error: @xoeeeeesd
(ex 8BB37F, Bxi 241080800

Development maChlne Break instruction exception - code 8eeeeee3 (first chance)

A fatal system error has occurred.
Debugger entered on first try; Bugcheck callbacks have not be

A fatal system error has occurred.
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Debugging - Windows

» Must use a kernel debugger and no C sources to look at. We do get
some useful information:

Debuggee VM Debugger VM

..‘Serial over TCP Frame Ind Call Site : ;hild-SP
h - IOXOI nt!DbgBreakPointWithStatus Resize column d2986f8

RSLLL nt!KiBugCheckDebugBreak+0x12 Oxfffff8002d298700
P nt!KeBugCheck2+0x946 Oxfffff8002d298760
G EMU nt!KeBugCheckEx+0x107 Oxfffff8002d298e70
nt!KiSetFeatureBits+0x61b9 Oxfffff8002d298eb0

nt!KilnitializeBootStructures +0x30b Oxfffff8002d4298f60

Development machine [Ox6] nt!KiSystemStartup+0x150 Oxfffff8002d298fc0
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Debugging - Windows

* Problematic Windows kernel function identified, let's look at it under
Ghidra!

CodeBrowser: w10 _kernel:/ntoskrnl.exe

Decompile: KiSetFeatureBits - (ntoskml.exe)

195
196
197
198
199
200
201
202
203
204
205

24

if ((((((cpuid_01h_00h_edx & @x789f3fd) != @x789f3fd) || ((cpuid_80000001h_edx >> @xb & 1) == 0))

|| ((cpuid_80000001h_edx >> @x14 & 1) == 0)) ||

(((cpuid_01h_00h_ecx & @0x2000) == 0 || ((cpuld_80000001h_ecx & 1) == 0)))) ||

(KiOpPrefetchPatchSkip != 0)) {
if (*(int *)(param_1 + @0x24) == 0) {

KdInitSystem(@,KelLoaderBlock);
}
uStack_88 = (ulonglong)KiOpPrefetchPatchSkip;

/* WARNING: Subroutine does not return */

KeBugCheckEx (@x5d,cpuid_01h_00h_edx,cpuid_80000001h_edx,cpuid_80000001h_ecx),
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Debugging - Windows

* Uh-oh we are missing CPU features. Fix, rinse and repeat.

CodeBrowser: w10 _kernel:/ntoskrnl.exe

195
196
197
198
199
200
201
202
203
204
205

25

Decompile: KiSetFeatureBits - (ntoskml.exe)

if ((((

(cpuid_01h_00h_edx & @x789f3fd) != @x789f3fd)
|| ((cpuld_80000001h_edx >> 0x14 & 1) 2)) ||

(((cpuid_01h_00h_ecx & @0x2000) == 0 || ((cpuld_80000001h_ecx & 1) == 0)))) ||
(KiOpPrefetchPatchSkip != 0)) {

if (*(int *)(param_1 + @0x24) == 0) {
KdInitSystem(@,KelLoaderBlock);

}

uStack_88 = (ulonglong)KiOpPrefetchPatchSkip;

/* WARNING: Subroutine does not return */
KeBugCheckEx (@x5d,cpuid_01h_00h_edx,cpuid_80000001h_edx,cpuid_80000001h_ecx),

|| ((cpuid_80000001h_edx >> @xb & 1) == 0))
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Live Demo?
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Live Demo?

| lied.
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Live Demo?

| lied.

You've been watching the demo the
entire time.
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Live Demo?

| lied.

You've been watching the demo the
entire time.

| wrote and ran my talk on libvmm.
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Demo architecture

+

selL4 Microkit

QREMuU
+KVM

30
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Demo architecture

sDDF
Network
Subsystem

A

sDDF

Subsystem

Block

A

A

A

y

Block
Driver

A

A

+ !
selL4 Microkit Network
Driver
QREMuU NIC

AKVM

31

A

y

Block Device
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Demo architecture

SDDF ~400 LoC V"_tlo ||bvmm ~10k LoC (x86)
Network ’ Network
Subsystem 600 Loe
sDDF Block | | Virtlo
Subsystem Block
+ ~700 LoC ]

seL4 Microkit Network Block VM Exit
Driver Driveri o Loc Handler

A A

@evu | TN
+KVM

Windows 11
install
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Works on hardware too

QS
\\

\,,//// /’/// 3

ng Boot0002 UETI Misc Device" from PciRoot (0x0) /Pei (0
\I\u Boot0002 “UEFI Misc Deu l e" from PciRoot (Ox0) /Pei

Beriis e iy SR
P o D &H

R ; s P [
. | /? 7

$ 70
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Liked what you saw?

* You can take it home with you:
git clone https://github.com/au-ts/libvmm.git

cd libvmm

git checkout windows mark ii
git submodule update --init
cd examples/windows

less README.md

T A A A A B

* Feel free to contribute!
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https://github.com/au-ts/libvmm.git
https://github.com/au-ts/libvmm.git
https://github.com/au-ts/libvmm.git

Thank you foryourtlme questlons’?
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Appendix A. libvmm Features Matrix O

Boot raw Linux kernel and initrd r
images V

In-guest storage and networking
with virtlO

Multi-core guests (> 1 VCPUSs)

NS

Boot UEFI firmware

Boot Windows 10, 11 and Linux
distributions (Ubuntu, etc.)

NS
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