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  Windows 11. On libvmm.

Booting Windows on an x86-64 seL4-based VMM, Sep,262

Live Demo 

at the end.

• libvmm: library for making VMMs on seL4 Microkit.

• Unmodified Windows 11 Pro deployment from retail install media on 
libvmm:
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  Why?

• Mixed-criticality systems that need both legacy Windows workload and 
seL4’s guarantees.
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  Prior Art

Booting Windows on an x86-64 seL4-based VMM, Sep,264

libvmm CAmkES VMM

OS Framework Microkit CAmkES

Target 

architectures

ARM + x86 ARM + x86

Drivers Integration with sDDF Uses its own drivers

Guest boot 

mechanism

Direct Linux kernel load, or OVMF UEFI firmware Direct kernel load only

Guest Support Windows 10, 11 (x86 only) and Linux Linux

Performance Hardware accelerated APIC virtualisation (Intel APICv) Software emulated APIC
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  Booting Linux

• Linux hands you a documented direct boot protocol.
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memcpy(kernel_dest,    kernel_blob, kernel_size);
memcpy(initrd_dest,    initrd_blob, initrd_size);
memcpy(cmdline_dest,   cmdline_str, cmdline_size);
memcpy(zero_page_dest, zero_page,   zero_page_size);
memcpy(acpi_dest,      acpi_tables, tables_size);

/* Set up kernel page table */ 
/* Resume VCPU at Linux handover offset in long mode. */
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  Booting other OSes

• Windows/GRUB/Limine hand you an EFI executable that expects UEFI 
services.

• No direct boot, this won’t work.
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/* Mount EFI partition */
/* Read in Windows Boot Manager */

memcpy(somewhere??, bootmgfw_efi, size);

/* Resume VCPU at ??? */
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  Booting other OSes

• The guest boot path needs to be generalised.

• Load OVMF UEFI, then let the firmware load any guest OS.

• Enabled by seL4 PR #1600 “x86/vcpu: Support guest-managed mode 
transitions and Unrestricted Guest”, landed in seL4 15.0.0.
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  Booting other OSes
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  Booting other OSes
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  Booting other OSes
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  Booting other OSes
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  Intel APICv

• Once UEFI worked, Windows booted.

• It took >10 minutes to load an unusably slow desktop. Why?

Booting Windows on an x86-64 seL4-based VMM, Sep,2612
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  Intel APICv

• Once UEFI worked, Windows booted.

• It took >10 minutes to load an unusably slow desktop. Why?

• Windows reprograms the APIC’s Task Priority Register (TPR) 50,000 times 
a second!
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  Intel APICv

• Linux used cli and sti which doesn’t cause VM exits.
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  Intel APICv

• TPR access destroys guest performance:
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Additional nested virtualisation 

overhead if on QEMU 
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  Intel APICv

• Solution: use hardware acceleration.

• Hardware maintains virtual APIC (IRQ controller) state in a 4K page.

• Hardware performs most of APIC virtualisation rather than software.
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  Intel APICv

• Windows boot time went from >10 minutes to 60 seconds, desktop finally 
usable.

• Kernel RFC in discussions.

• Prior Art in Bhyve (BSD hypervisor): reviews.freebsd.org/D22942
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reviews.freebsd.org/D22942


© Bill Nguyen 2026, CC BY 4.0

  Debugging

• Firmware made Windows bootable.

• APICv made it usable.

• But how to debug a closed source guest that tells you nothing?

Booting Windows on an x86-64 seL4-based VMM, Sep,2618



© Bill Nguyen 2026, CC BY 4.0

  Debugging - Linux

Booting Windows on an x86-64 seL4-based VMM, Sep,2619

Kernel crash prints a stacktrace

• Quite straightforward
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  Debugging - Linux

Booting Windows on an x86-64 seL4-based VMM, Sep,2620

Guest 

Execution
VMMFatal 

VM Exit

Guest RIP 

0xFFFF_FFFF_8100_1850

$ addr2line –e vmlinux –f –i –C $RIP
…
…
# or other tools

In other cases, turn off KASLR then:• Quite straightforward
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  Debugging - Windows

Booting Windows on an x86-64 seL4-based VMM, Sep,2621

• Less forgiving. A problem does not cause a blue screen if the kernel has not 
booted far enough. Regardless, Windows doesn’t give us enough information.
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  Debugging - Windows

Booting Windows on an x86-64 seL4-based VMM, Sep,2622

• Must use a kernel debugger and no C sources to look at.

Development machine

Debuggee VM Debugger VM

Serial over TCP
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  Debugging - Windows

Booting Windows on an x86-64 seL4-based VMM, Sep,2623

• Must use a kernel debugger and no C sources to look at. We do get 
some useful information:

Development machine

Debuggee VM Debugger VM

Serial over TCP
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  Debugging - Windows

Booting Windows on an x86-64 seL4-based VMM, Sep,2624

• Problematic Windows kernel function identified, let's look at it under 
Ghidra!
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  Debugging - Windows

Booting Windows on an x86-64 seL4-based VMM, Sep,2625

• Uh-oh we are missing CPU features. Fix, rinse and repeat.
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  Live Demo?

Booting Windows on an x86-64 seL4-based VMM, Sep,2626
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  Live Demo?

I lied.

Booting Windows on an x86-64 seL4-based VMM, Sep,2627
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  Live Demo?

I lied.

You’ve been watching the demo the 
entire time.
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  Live Demo?

I lied.

You’ve been watching the demo the 
entire time.

I wrote and ran my talk on libvmm.
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  Demo architecture

Booting Windows on an x86-64 seL4-based VMM, Sep,2630

+

seL4 Microkit
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  Demo architecture

Booting Windows on an x86-64 seL4-based VMM, Sep,2631
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  Demo architecture
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  Works on hardware too

Booting Windows on an x86-64 seL4-based VMM, Sep,2633

Intel Xeon W-1250, Windows loaded from an NVMe SSD with native sDDF driver.
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  Liked what you saw?

Booting Windows on an x86-64 seL4-based VMM, Sep,2634

• You can take it home with you:

$ git clone https://github.com/au-ts/libvmm.git

$ cd libvmm

$ git checkout windows_mark_ii

$ git submodule update --init

$ cd examples/windows

$ less README.md

• Feel free to contribute!

https://github.com/au-ts/libvmm.git
https://github.com/au-ts/libvmm.git
https://github.com/au-ts/libvmm.git
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  Thank you for your time, questions?

Booting Windows on an x86-64 seL4-based VMM, Sep,2635



© Bill Nguyen 2026, CC BY 4.0

  Appendix A. libvmm Features Matrix

Booting Windows on an x86-64 seL4-based VMM, Sep,2636

aarch64 x86-64

Boot raw Linux kernel and initrd 

images

In-guest storage and networking 

with virtIO

Multi-core guests (> 1 VCPUs)

Boot UEFI firmware

Boot Windows 10, 11 and Linux 

distributions (Ubuntu, etc.)
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