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Verify LionsOS Subsystems
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LionsOS

Microkit

  Hardware

Microkernel

Networking
IP

Stack

File System…
Tx Copy TxVirt

NIC
Driver

…

RxVirt…

➢ Binary-level

➢ Repeatable

➢ Concurrency

Approach: Pancake with toolchains
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CakeML

Main Features

➢ System Programming

➢Verified Compiler
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• ETH, Zurich

• Intermediate language for 
verification

• Automated verifier

• Various frontend tools

Viper

Verifying Device Drivers with Pancake – seL4 Summit, Sep'25
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• ETH, Zurich

• Intermediate language for 
verification

• Automated verifier

• Various frontend tools

SMT Solver

Viper

Frontend for
Python, Go, Rust, etc.

                                     

Nagini, Gobra, 
Prusti, etc.

+ Pancake

ETH student: Alessandro Legnani

Viper
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Demo

8

trustworthy.systems/pancake-playground
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http://trustworthy.systems/pancake-playground
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driver-a.🥞

device.vpr
neighbor.vpr

driver.vpr
Transpiler Viper

yes
/no

driver.🥞
Manual

annotations

Pancake-to-Viper
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driver-a.🥞

device.vpr
neighbor.vpr

driver.vpr
Transpiler Viper

yes
/no

driver.🥞
Manual

annotations

TCB

Pancake-to-Viper
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driver-a.🥞

device.vpr
neighbor.vpr

driver.vpr
Transpiler Viper

yes
/no

driver.🥞
Manual

annotations

Automated theorem proving: Spec → binary

Pancake-to-Viper
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Ethernet Driver Verification

driver-a.🥞

device.vpr
neighbor.vpr

driver.vpr
Transpiler Viper

yes
/no

driver.🥞
Manual

annotations 1~2 hr on 
laptop
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Ethernet Driver Verification

driver-a.🥞

device.vpr
neighbor.vpr

driver.vpr
Transpiler Viper

yes
/no

driver.🥞
Manual

annotations

Properties
➢Device Safety

➢Data integrity

➢Memory isolation

1~2 hr on 
laptop



 © 2025 Junming Zhao – CC BY 4.0 15 Verifying Device Drivers with Pancake – seL4 Summit, Sep'25

Ethernet Driver Verification

~20% Overhead vs. Unverified C driver
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Ethernet Driver Verification

Driver Rx Virt Tx Virt Copy …

Spec Spec Spec Spec Spec
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Viper Model: Sequential {P} C {Q}

18

Concurrent Composition
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NIC

 Driver
Copy

Copy

Rx
Virt

Tx
Virt

ARP
Client

IP Stack

Client

IP Stack
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?
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Driver Rx Virt Tx Virt Copy …

Spec Spec Spec Spec Spec

System Model

Verifying Device Drivers with Pancake – seL4 Summit, Sep'25

Concurrent Composition

Specs (Viper annotation): {P} C {Q}

Components (Pancake)

Rely-Guarantee + 
Aczel Trace Model
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Rely-Guarantee — {P, R}  C  {Q, G}
○ Pre-condition (P): Initial state
○ Post-condition (Q): Final state
○ Rely (R): Environmental steps
○ Guarantee (G): My steps

rely_env(s0 , s1): bool

guar_me(s1 , s2): bool

envs0
mes1

envs2 …

Aczel trace model

Verifying Device Drivers with Pancake – seL4 Summit, Sep'25

Concurrent Composition
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Concurrent Composition
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method interference(shared_mem: Seq[Ref]) 
  ensures rely_env(old(shared_mem), shared_mem)

method shared_store(shared_mem: Seq[Ref], addr: Int, value: Int) 
  ensures guar_me(old(shared_mem), shared_mem)

rely_env(s0 , s1): bool

guar_me(s1 , s2): bool

envs0
mes1

envs2

Verifying Device Drivers with Pancake – seL4 Summit, Sep'25

Concurrent Composition

s3Aczel trace model
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method interference(shared_mem: Seq[Ref]) 
  ensures rely_env(old(shared_mem), shared_mem)

method some_function(shared_mem: Seq[Ref]) 
  requires precondition(shared_mem)
  ensures postcondition(shared_mem)
{ 
  interference(shared_mem);                  // s0 --(env)--> s1
  shared_store(shared_mem, addr, value);     // s1 --(me) --> s2
  interference(shared_mem);                  // s2 --(env)--> s3
}

method shared_store(shared_mem: Seq[Ref], addr: Int, value: Int) 
  ensures guar_me(old(shared_mem), shared_mem)

rely_env(s0 , s1): bool

guar_me(s1 , s2): bool

envs0
mes1

envs2

{ [s0, s1, s2 , s3]  |
    pre(s0) ∧
    rely_env(s0 , s1) ∧
    guar_me(s1 , s2) ∧
    rely_env(s2 , s3) ∧
    post(s3) }

Verifying Device Drivers with Pancake – seL4 Summit, Sep'25

Concurrent Composition

s3Aczel trace model
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Driver Rx Virt Tx Virt Copy …

Spec Spec Spec Spec Spec

System Model

⋀i ∈ {2, ..., 5} Gi ⊨ R1∀i : ⋀j ∈ {1, ..., n}\{i} Gj ⊨ Rᵢ

Verifying Device Drivers with Pancake – seL4 Summit, Sep'25

Concurrent Composition

R1/G1 R2/G2 R3/G3 R4/G4 R5/G5

Rely-Guarantee + 
Aczel Trace Model
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Driver Rx Virt Tx Virt Copy …

Spec Spec Spec Spec Spec

System Model
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Concurrent Composition

R1/G1 R2/G2 R3/G3 R4/G4 R5/G5

type_synonym ('s, 'a) tmonad = 
"'s ⇒ 
((tmid × 's) list × ('s, 'a) tmres) 
set"

definition validI ::
"('s ⇒ 's ⇒ bool) ⇒ 
's rg_pred ⇒ 
('s,'a) tmonad ⇒ 
's rg_pred ⇒ 
('a ⇒ 's ⇒ 's ⇒ bool) ⇒ 
bool"
  ("(⦃_⦄,/⦃_⦄)/ _ /(⦃_⦄,/⦃_⦄)") 
where
  "⦃P⦄,⦃R⦄ f ⦃G⦄,⦃Q⦄ ≡ ...

l4v trace monad lib
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Driver Rx Virt Tx Virt Copy …

Spec Spec Spec Spec Spec

System Model

System Properties Verification
➢ Correctness Properties

○ recv/send()
➢ Safety Properties

○ Memory safety
○ Protocol adherence
○ Device safety

➢ Liveness Properties
○ Packet delivery
○ …

Concurrent Composition

Verifying Device Drivers with Pancake – seL4 Summit, Sep'25
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Recap: 
Verifying Device Driver w/ Pancake

➢ (Relatively) Low verification effort

➢ Compositional verification for concurrency

➢ Applicable to real-world, performant systems

Repeatable, systematic approach for verifying seL4-based services

Verifying Device Drivers with Pancake – seL4 Summit, Sep'25
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Thank you
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