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Who needs 700 platforms?

Platforms and configurations



seL4 runs on:
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•RISC-V:  
• Ariane 
• Cheshire 
• HiFive Unleashed 
• Microchip PolarFire 
• Rocketchip 

•Intel:  
• 32 bit PC-99 
• 64 bit PC-99

•Arm:  
• Avnet MaaXBoard 
• BeagleBoard 
• BeagleBone Black 
• IMX8MM-EVK 
• Odroid-C2 
• Odroid-C4 
• OdroidX 
• OdroidXU 
• OdroidXU4 
• Raspberry Pi 3b 
• Raspberry Pi 4B

• Rockpro64 
• Sabre Lite 
• TK1 
• TK1-SOM 
• TX1 
• TX2 
• Ultra96v2 
• Zynq ZCU102 
• Zynq-7000 
• IMX8MQ 
• ZCU106



Verified seL4 platforms: last year
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All Arm platforms now have 
verification support.

New:



Future: not just the platforms
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But the settings and options, too



Not really 700 kernels
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Closer to 1,099,511,627,776 kernels



What’s behind this?

Verifying with Conditional Compilation



Verification stack
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Configs use conditional compilation
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Options become preprocessor directives

C verification is after preprocessing

Prover sees different code bases



Conditional compilation
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Conditional compilation

11

Not the real C source



Conditional compilation
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One kernel



Conditional compilation
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Another kernel



Conditional compilation
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Yet another kernel (different include file)



C verification is after preprocessing

15

Why? C preprocessor = 
text replacement engine



C verification is after preprocessing
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Why? C preprocessor = 
text replacement engine

Simple uses 

#define SOME_CONFIG 1 
#define SOME_VAL 1024 
#define MAX(a,b) (((a)>(b))?(a):(b))



_is_set(SOME_CONFIG) ~> 1 

_is_set(OTHER_CONFIG) ~> 0     (instead of not evaluating)

Token operations, not AST operations 
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#define _is_set_(value) _is_set__(_macrotest_##value) 
#define _is_set__(comma) _is_set___(comma 1, 0) 
#define _is_set___(_, v, ...) v 
#define _macrotest_1 ,

Concatenation

0 or more further arguments
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Token operations, not AST operations 
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#define _is_set_(value) _is_set__(_macrotest_##value) 
#define _is_set__(comma) _is_set___(comma 1, 0) 
#define _is_set___(_, v, ...) v 
#define _macrotest_1 ,

_is_set_(SOME_CONFIG)   -> 
_is_set__(_macrotest_1) -> 
_is_set__(,)            -> 
_is_set___(, 1, 0)      -> 
1

_is_set_(OTHER)                   -> 
_is_set__(_macrotest_OTHER)       -> 
_is_set___(_macrotest_OTHER 1, 0) -> 
0



No need to be syntactically correct
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if (SMP_COND_STATEMENT(sc->scCore != getCurrentCPUIndex() ||) 

    sc->scTcb->tcbPriority < NODE_STATE(ksCurThread)->tcbPriority) { 

      tcbSchedDequeue(sc->scTcb); 

…
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No need to be syntactically correct

17

if (SMP_COND_STATEMENT(sc->scCore != getCurrentCPUIndex() ||) 

    sc->scTcb->tcbPriority < NODE_STATE(ksCurThread)->tcbPriority) { 

      tcbSchedDequeue(sc->scTcb); 

…

#ifdef ENABLE_SMP_SUPPORT 

#define SMP_COND_STATEMENT(_st)  _st 

#else 

#define SMP_COND_STATEMENT(_st) 

#endif



Can’t we avoid all that?
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Terrible semantics by text replacement in 2025. 
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Can’t we avoid all that?

18

Terrible semantics by text replacement in 2025. 
 

Can’t we avoid all that somehow? 

No, not in C 

(But please don’t put token-level macros into new languages)

Well, somewhat 

(rest of this talk)



Classes of config options
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Only attempt to treat the cases we use: 

‣ Numbers 

‣ Options/Booleans



Numbers



Abstracting over numbers

21

Easy in theory 

 
Define a constant. 

Assume/derive 
properties. 

Don’t unfold the 
constant. 

Done.



Abstracting over numbers

21

Easy in theory 

 
Define a constant. 

Assume/derive 
properties. 

Don’t unfold the 
constant. 

Done.

if (unlikely(hw_irq > maxIRQ) || …

In practice



Abstracting over numbers
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Easy in theory 

 
Define a constant. 

Assume/derive 
properties. 

Don’t unfold the 
constant. 

Done.

if (unlikely(hw_irq > maxIRQ) || …

In practice

if (unlikely(hw_irq > 187) || …



Force a symbolic name in C

22

read-only global 

enum 

static inline function

const word_t maxIRQ = 187;

enum IRQConstants { 
    maxIRQ = 187 
};

static inline word_t maxIRQ(void) { 

  return 187; 

}
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Force a symbolic name in C
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read-only global 

enum 

static inline function

const word_t maxIRQ = 187;

enum IRQConstants { 
    maxIRQ = 187 
};

static inline word_t maxIRQ(void) { 

  return 187; 

}

Simple and easy, 
but compiler may not optimise or 

use constant folding 

Not idiomatic C, but works. 
Compiler will treat it mostly like a 

literal number.

only works for int
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irq_state_t intStateIRQTable[maxIRQ+1];
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Numbers in types

23

irq_state_t intStateIRQTable[maxIRQ+1];irq_state_t intStateIRQTable[187+1];

type_synonym irqTable = irqState[188]

type_synonym irqTable = irqState[maxIRQ+1]

188 as a numeral type is Ok in Isabelle 

maxIRQ+1 is a term, not a type 



New Isabelle command value_type

24

value_type irq_sz = maxIRQ + 1
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New Isabelle command value_type

24

value_type irq_sz = maxIRQ + 1

value_type ty = t  

‣ evaluates right-hand term t to a number 

‣ declares a type synonym ty = number 

‣ proves CARD(ty) = t 

type_synonym irqTable = irqState[irq_sz]



Boolean Options



Abstracting over boolean options
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Use if-then-else 

Don’t unfold the constant, 
make a case distinction instead. 

Done.
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Abstracting over boolean options
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Also easy in theory 
 

Define a constant. 

Use if-then-else 

Don’t unfold the constant, 
make a case distinction instead. 

Done.

In practice 

Config options are used to 
eliminate code and 

change shape of data 
structures

One proof for both cases



#ifdef changes code shape

27
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instead of looking at the value of 
CONFIG_ARM_HYPERVISOR_SUPPORT 

→ one proof for both cases



#ifdef -> if

28

But they can empty (will never be used)

Now the proof can be a case distinction  

instead of looking at the value of 
CONFIG_ARM_HYPERVISOR_SUPPORT 

→ one proof for both cases

same binary code as with #ifdef



Summary
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✓IMX8MQ 
✓ZCU106 

✓IMX93•New:

100% of seL4 Arm platforms now verified 

More to come: 1,099,511,627,776 kernels looks achievable



What else to expect

31

Also happening in seL4 verification 

• AArch64 integrity proof completed, 
                   confidentiality proof next  

• MCS proofs in progress 

• Multikernel proofs in progress



Thank You


