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enefits to seL4 Application Developers

A systems engineering environment based on standardized modeling languages (SysMLv2, AADL) with
accompanying analysis, verification, and assurance case tools
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Benefits to selL4 Application Developers

A systems engineering environment based on standardized modeling languages (SysMLv2, AADL) with
accompanying analysis, verification, and assurance case tools
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nd Target Applications

On the DARPA PROVERS program, HAMR is being used to develop an experimental version of the mission computer
for the Collins “Launched Effects” platform (final development will emphasize HAMR SysMLv2 to Rust)

%\x/é Collins Aerospace
e Launched Effects Mission Computer

J ..increase security
and modularity

..decrease costs for
development and
assurance

Launched Effects product line
= tube-launched, expendable UAVs

Video: https://youtu.be/SWPIHMZOMaM?si=NwTdb3VFpV-MxSre

DARPA PROVERS /|
= "integrating pipelines of formal methods in
defense industry development processes”


https://youtu.be/SwPJHmZQMaM?si=NwTdb3VFpV-MxSre
https://youtu.be/SwPJHmZQMaM?si=NwTdb3VFpV-MxSre
https://youtu.be/SwPJHmZQMaM?si=NwTdb3VFpV-MxSre

tics of Supported Systems

Use HAMR SysMLv2/AADL modeling to specify partitioning, communication architecture of improved system

Existing Launched Effects
Mission Control Software
(sandboxed in virtual machine in an seL4 partition)

Verified Rust components for cyber-
resiliency (non-hackable, non-bypassable

- due to sel4 partitioning)
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ristics of Supported Systems

Use HAMR SysMLv2/AADL modeling to specify partitioning, communication architecture of improved system

Verified Rust components for cyber- i -
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reflected in the model (high criticality) hosted in VM
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and communication (backed by computer-checked proofs)




mponent Code

Rust (with Verus verification)

PROVERS program
emphasis on memory
safe languages...

No infiltration sel4
X configuration

Cyber-resiliency |:|

(high criticality)

Legacy code
hosted in VM

containment

— = === === | NO eavesdropping;
\ no interference seL4 microkernel guarantees partitioning of components

and communication (backed by computer-checked proofs)




mit INSPECTA-Related Talks

Darren Cofer (Principal Investigator) — Gerwin Klein —
Application to Collins Launched Effects Automating seL4 kernel correctness proofs
for new platforms

“Integration of selL4 in a Flight
Vehicle Mission System” “The next 700 verified seL4

platforms”

Gernot Heiser —
Verified infrastructure and services

“Trustworthy Systems R&D Update”

Robert VanVossen —

Rust contract-based development, testing,

and verification of firewall components )
Junming Zhao-

“Rust-based drivers and verified rust Verified infrastructure and services

applications on seL4”

“Verifying Device Drivers with Pancake”




Robert Vanvossen Talk “Rust-based drivers and verified rust | Firewall
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INSPECTA Technologies

INSPECTA HAMR

Model-based
Development
Pipeline

System models,
analysis, verification

Rust coding, =9
testing, t _ ;
& verification

sela [ T

To fully demonstrate pipeline concepts within
program timeline, the scope of the pipeline needs to
be narrower than that of the individual technologies

Accumulated
Assrura nce

TA “PROVERS Pipeline” Scope

A primary goal of PROVERS is to demonstrate “pipelines” of formal methods capabilities. Designing and
managing the INSPECTA “pipeline” entails a lot of extra work...

= Interactions across the pipelines
stages are organized a core set
of computational and data
abstractions that are amenable
to formal verification

» Semantics of these abstractions
must be maintained and
traceable across the stages

= Claims, contributions of stages,
and assurance evidence must be
accumulated across the stages



150+ page literate-style Isabelle/HOL theories for AADL/SysMLv2 HAMR execution
model (guides our design of our contracts and verification/testing framework)

Isabelle

ThresdState.

itemize}
@{term tvar}
@e{term iin}
e{tern ain}
@{term aout}
@{term iout}
@{term disp}
end{itemize}

File Browser| Documentation

record ‘a ThreadState =

tvar a VarState"
infi a Portstate"
appi a PortState”
appo a Portstate"
info a Portstate"
disp :: DispatchStatus
text <The following functi

O/~ [Output| Query | Siedgenammer| Symbols.
5.40 (234/14801)

PROVERS

subsection <Well-formedness De

Isabelle2021-1/HOL - ThreadState.thy

iy & ©

fun tstate where "tstate tv ii ai ao io ds =
( tvar= tv, infi= ii, appi= ai, appo= ao, info= io, disp= ds )"

(isabete,isabelle,UTF-8-sabelle)

+ Enhanced and scope expanded
* Prove soundness of contract framework
» Extend formalization downwards towards

selL4 proof-base

f a thread state

UG I 045M8 INNINNN32/827MB 6

record ‘a ThreadState =

|

‘a VarState
PortState
PortState
a PortState

Latex/PDF generated from Isabelle

a PortState
disp :: DispatchStatus

The following function helps abbreviate the construction of a thread state.

fun tstate where tstate tv ii ai ao io ds =
( tvar= tv, infi= i, appi= ai, appo= ao, info= io, disp= ds )

2.4.2 Well-formedness Definitions

In general, thread state well-formedness definitions specify that the things (vars, ports) that we are
manipulating in the state for a thread ¢ are aligned with things that we declared in the model for t.
(e.g., the thread state does not include a queue for a port that was not declared for the thread in the
model, and conversely, every port that was declared for this thread in the model has a queue associated
with it). First, well-formedness conditions for each of the thread state elements are specified. Then, the
well-formedness condition for the entire thread state is defined as a conjunction of these properties.

‘Well-formed Thread State Elements

definition wf-ThreadState-tvar:: Model = Compld = ('a VarState) = bool where

wf-ThreadState-tvar m ¢ vs = wf-VarState vs {v . isVarOfCID m ¢ v}

The infi component of a ThreadState (input infrastructure port map) is well formed when the domain
of the infi port map is equal to the set of input ports for the thread declared in the model. Intuitively,
each of the declared "in" ports for the thread (according to the model) is associated with a infrastructure
message queue, (and there are no "extra" ports in the map).

definition wf-ThreadState-infi:: Model = Compld = ('a PortState) = bool where

wf-ThreadState-infi m ¢ ps = wf-PortState ps {p . isinCIDPID m c p}

The definitions below for other port-state elements are similar.

definition wf-ThreadState-appiz: Model = Compld = ('a PortState) = bool where
wf-ThreadState-appi m ¢ ps = wf-PortState ps {p . isInCIDPID m ¢ p}

definition wf- ThreadState-appo:: Model = Compld = ('a PortState) = bool where
wf-ThreadState-appo m ¢ ps = uf-PortState ps {p . isOutCIDPID m c p}

definition wf- ThreadState-info:: Model = Compld = (‘a PortState) = bool where
wf-ThreadState-info m ¢ ps = wf-PortState ps {p . isOWCIDPID m ¢ p}

al Semantics for INSPECTA Pipeline

Joint work with
Stefan Hallerstede
(U. Aarhus)

Note limited score: HAMR subsat of AADL/SysMLv2; run-time semantics; connection to code generator by manual inspection



“Protected

address space”..
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deling Concepts

Each AADL modeling element is classified according to its role in embedded system architecture

AADL Data Model — Type language
for value-based data structures

flowing between components
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computational
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AADL Thread
Property Options

Periodic
Sporadic
Hybrid

constraints, etc.

+ timing, scheduling

deling Concepts

AADL Port & Connection
Property Options

buffered notifications

shared data cells
(or data distribution service)

Event Data  puffered messages
(message passing middleware)

Event
Data

+ QoS, buffer sizes, latencies, etc
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,' ______ “hanged tempChar fanCi fanCmd "

13 B s (T T T (T T T \
] i ¢ P 1 ° ¢ > ° '
" . ,“ :ntTemp currentTe Q ______ , fanAc fanAck Q ______ g "

1. [S
/ \ \
I, \\ \\
7\
, kY ‘\\
T i ITETEIETm € e sizs
P s communication pattern
application code

to access port
communication,

etc.




sMLv2

OMG SysML v2 Why might SysMLv2 provide a
: alternate vehicle for rigorous
The next-generation model-based development,

Systems Modeling
Language

including AADL concepts?

(6 %06 $theP(Af /=

= Like AADL, has both a graphical view and textual view

= Many AADL modeling elements have analogues in SysMLv2
= E.g., components, ports, connections, developer-defined attributes

= Aims to provide a stronger “semantics” for system engineering compared to UML, SysMLv1

= Re-engineered from the ground up
= No backwards compatibility with SysMLv1 except through translation
= Not built as a profile of UML

= Will have wide-ranging commercial tool support as well as open source implementations



n Effort - Migrating AADL to SysMLv2

OMG About the SMC SMC | = Working with OMG RTESC
working group to

The OMG Systems Modeling Community gathers people _proto‘wpe AADL concepts
interested in advancing SysMLv2 in SysMLv2

Different membership structure = We are one of the most
active participants working

See https://www.omg.org/communities/

RTESC Workgroup — entity responsible for integrating AADL concepts into SysMLv2

Charter: "Develop domain libraries w/ KerML & SysMLv2 to on building end-to-end
support the precise modeling of Real-Time Embedded tools for formal methods
Safety-Critical Systems. Integrate capabilities from domain- and code generation
specific models like SAE AADL, OpenGroup FACE, OMG , . ,,

integrating formal contract
Lead: Gene Shreve (i3-Corp), Jerome Hugues (CMU/SEI) languages in SysMLv2 IDE

4 AADLvV2 / SysMLv2 review RTESC WG



ysMLv2 HAMR Front End

We developed a VSCode SysMLv2 HAMR front-end based on the SysIDE VSCode plug-in

SysMLv2 « £ saete BO0Qm

COI77p0nel7[' XPLORER Regulate.sysml X Operator_Interface.sysml Monitor.sysml Isolette.sysml C thermostat_rt_mhs_mhs_user.c 9+ 11}
3
. soﬁfﬁs~ sysml Regulate.sysml > & Regulate . .
interfaces pame e 3 package Regutate { AADL Library Properties as
j oo ~~N‘“3; def M k S T { —’— H
part def Manage_Heat_Source_i :> Thread - 5 ML 2 tt b t
S COmPoaE I 45~~ attribute :>> Dispatch_Protocol = Supported_Dispatch Bqme@®sT:Periodic; ys V< attributes
el o s b -
> thermostat_mt_ma_ma 434 attribute :>> Period = 1000 [millisecond]; m————
435 attribute Domain: CASE_Scheduling:: =9
> thermostat_mt_mmi_.. 43¢
> thermostat_mt_mmm... 437 1/ = INPUTS 5 ML 2 d' f
> thermostat_rt_drf_drf 438 /1 current temperature (fron temp sensor) VSIMILVZ encoaings o
st 439 in port current_tempWstatus : DataPort { in :> type : Isolette_Data_Model::TempWstatus_i; } .
kel 440 /7 \owest and upper bound of desired temperature range - datatypes specified
441 in port lower_desired_temp : DataPort { in :> type : Isolette_Data g ik ide s mm w - - -

s 442 in port upper_desired_temp : DataPort { in :> type : Isolette_Data_Model::Temp_i; } H AADL D t
C thermostat_rt_mh... 443 1 using ala

subsysten mode

Code_level C thermostat_r... 9+ 444 in port regulator_mode : DataPort { in :> type : Isolette_Data_Model::Regulator_Mode; } M d /- L
C thermosgh_rt_mh.. 4% (0] 6'/ﬂg anguage

artifacts in ST | e o

447 // command to turn heater on/off (actuation command)
same IDE: > thefnostat_rt_mrm_.. 448 out port heat_control : DataPort { out :> type : Isolette_Data_Model::On_0ff; }
. 7%35 449
[ntegral‘/on of o wi 450 language "GUMBO" /%{
% M Makefile 451 // indicate that the component maintains an internal state (variables) that influence its behavior

MCfO/(/Z'-based microkit.dot 82 state

T :Sj lastCmd: Isolette_Data_Model::On_Off; Forma/ beha Vl'or
Slang, Rust and S pe "

M system.mk Toipiwlize: Enkry Point Behavior Constraints

C development |~ = specifications in

457 guarantee
sysml

fo,- SeL4 bt fii initlastCad: lastCmd == Isolette_Data_Model::0n_Off.0ff; ’f" GUMBO COﬂtfaCl'

quarantee REQ_MHS_1 "If the Regulator Mode is INIT, the Heat Control shall be‘¢’

> sysmi-aadl-libraries 460 |set to Off - /
e 461 |http://pub. santoslab.org/high-assurance/module-requirements/ reading/FAA-DoT aﬂguage
462 heat_control == Isolette_Data_Model::0n_Off.0ff;
‘a arch.svg
463
Devices.sysml ARA 123 At e Entrw Paint Rohavinr Fanctrainte mwmmm
Isolette_Data_Model.sy... BLEMs @)  ouTPuT OLE  TERMINAL  PORTS Kijava-Task v +~v D @ - ~ X
Isolette_Environment.sy...
Isolette.sysml Checking integration constraints of Isolette_Environment_Normal_Operation_Normal_Operation_Instance.anIncubator.lat
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> TIMELINE info: Ignoring Si

R ——r : stem to Thread connection: theAir.air temperature -> thermostat.air S 1Tab5|t( ' I/erl'fl'cation resu/ts for
model-level contracts




Isolette — Infant Incubator

9 Real-time Tasks
~40 component-level requirements
Interestesting modal behavior

End-to-end Artifacts |

ConOps .
Use Cases .
Requirements
Models

Contracts

Testing
Verification
Assurance Case

low -- Detailed Technical Report

The Isolette System: Illustrating End-to-End Artifacts for
Rigorous Model-based Engineering
(Collins Aerospace INSPECTA Technical Report)

John Hatcliff and Jason Belt
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rmal Designs

The FAA REMH decomposes the Isolette into a control system and safety monitor subsystem
with three tasks each

|
Nurse % Thermostat
s Control/Regulate
A Temperature
Tevgare
. &
/ Isolette [;' \ o ) e
Operator Interface s N Sown /Gt
Operator 1 Operator Ky -~
Settings Feedback S B N Wamlll )
Range lm:-m mmv u:a 7 Faiure _Faiure
o S, T e
Temperature Current Thermostat Heat Heat O e e
Sensor Temperature - Control Source
Py . Figure A-3. Regulate Temperature Dependency Diagram
Heat M A '\ Heat Independent |
Air U, L Function.
\ T / p— Safety Monitor
“ Temperature . I’g
v s o e
. v
Infant o Mg s
) . o .
N R D oo (o
. "’ R vm-:oet l:m v M:A- Faure Failue
/ "’ Current Falure Cuvv:\r:'.
Thermostat decomposed into Regulate e ey
Temperature and Monitor Temperature
. Figure A-5. Monitor Temperature Dependency Diagram
functions.
A




DL to Represent Design

AADL Model is a straightforward rendering of the design diagrams in the FAA REMH

( N
upper_desired_temp P """ Manage Regulator Interface | e
A S : displayed_temp p- — o
esired_tem, d 4 ™
awe’; t -temp > regu/ator_statusll. ________ ~ — -
current_tem, : ! = T
~temp > : O - — L
e : | /  Manage Heat Source ; e
{ Manage Regulator Mode . upper_desired_temp ) H R e (R
ly 8 ey ; lower_desired_temp W* H I S e
I I : » !
regulator_mode }4,'—‘ t 1 heat_control ’ —1 ) Figure A-3. Regulste Tempersture Dependeancy Disgram
""""""""""""""" Manage Heat Source 3 Informal REMH
| Thread (Task) Design Artifacts
upper_alarm_temp T WERage WoRor TeerTace
I I t / ; N
“OWer_oTarm.temp ? monitor_status P »
current_temp q /
» =
/ / Manage Monitor Mode ,,’ IUPPer_rlJlarM_tteMp ‘L o =
¥ ; ; ower_alarm_temp W
: i o _"_ ..F..': Figure A-S. Monitor Temperature Dependency Diagram
Formal AADL Model )

This example (software aspects) is worked completely end-to-end
from requirements, to contracts, to automatically tested and verified
application code, to deployment on selL4, Linux, JVM, JavaScript.

All artifacts are publicly available.



at Source Thread

AADL Interface for Manage Heat Source Thread

| Manage_Heat_Source*

Desired Temperature Range I upper_desired_tomp
(low & high set points) o, »
..'0 . k'mer_desired_temp heat_control
S [ Desired On/Off
Subsystem Mode  |*--.. reguiator_mode i state for heater
o j
:“cunent_tempWstatus ,;
Current Temperature  |p=+===="" >

thread Manage_Heat_Source
features

current_tempWstatus: in data port Isolette_Data_Model::TempWstatus.impl;
-- ("Desired Range") - lowest and upper bound of desired temperature range

lower_desired_temp: in data port Isolette_Data_Model: :Temp.impl;
upper_desired_temp: in data port Isolette_Data_Model: :Temp.impl;

-- ("Regulator Mode") - subsystem mode
regulator_mode: in data port Isolette_Data_Model: :Regulator_Mode;

bl ———————— OUTPUTS ———————
-- ("Heat Control") - command to turn heater on/off (actuation command)

heat_control: out data port Isolette_Data_Model: :0On_Off;



L Modeling Concepts

g ' RTESC workgroup represents AADL % e
;M m-m; concepts as SysMLv2 types, attributes, etc.
f;manl l;mpWsl‘a\us | —
fouent 1
Mark as AADL thread E—— —
I, |
SysMLv2 . Mark ports with —
4 7| AADL port categories and I—
part def Manage_Heat_Source_i :> Thread { /| data types S—
I, |
in port current_tempWstatus : DataPort { in :> type : Isolette_Data_Model:: TempWstatus_i; } -
in port lower_desired_temp : DataPort { in :> type : Isolette_Data_Model::Temp_i; } ’4’_40 L Domain
in port upper_desired_temp : DataPort { in :> type : Isolette_Data_Model::Temp_i; } Library for SysMLv2
in port regulator_mode : DataPort { in :> type : Isolette_Data_Model::Regulator_Mode; } .
out port heat_control : DataPort { out :> type : Isolette_Data_Model::On_Off; } - a
attribute :>> Dispatch_Protocol = Supported_Dispatch_Protocols::Periodic;
attribute :>> Period = 1000 [millisecond];
attribute Domain: CASE_Scheduling::Domain = 9; Deve/oper uses
A
} “ domain library to
AN
annotate base
Set AADL pre-defined SysMLV2 elements

properly values for this thread |

with AADL concepts



v2 Component Types Side-by-Side

AADL

thread Manage_Heat_Source
features
current_tempWstatus: in data port Isolette_Data_Model::TempWstatus.impl;

lower_desired_temp: in data port Isolette_Data_Model::Temp.impl;

upper_desired_temp: in data port Isolette_Data_Model::Temp.impl;
regulator_mode: in data port Isolette_Data_Model::Regulator_Mode;
heat_control: out data port Isolette_Data_Model::0n_Off;

Appearance Is similar

properties
Dispatch_Protocol => Periodic;
Peripd => Isolettg_Properties:;ThreadPeriqd;
SysMLv2
part def Manage_Heat_Source_i :> Thread {

in port current_tempWstatus : DataPort { in :> type : Isolette_Data_Model::TempWstatus_i; }
in port lower_desired_temp : DataPort { in :> type : Isolette_Data_Model::Temp_i; }

in port upper_desired_temp : DataPort { in :> type : Isolette_Data_Model::Temp_i; }

in port regulator_mode : DataPort { in :> type : Isolette_Data_Model::Regulator_Mode; }

out port heat_control : DataPort { out :> type : Isolette_Data_Model::0n_Off; }

attribute :>> Dispatch_Protocol = Supported_Dispatch_Protocols::Periodic;
attribute :>> Period = 1000 [millisecond];
attribute Domain: CASE_Scheduling::Domain = 9;



S

Challenges in migrating AADL Formal Methods to SysMLv2

= SysMLv2 has no “annex mechanism”; need to figure out how to
represent AADL Annexes

_________ -

r : : . :
= behavior contracts, mrchitectural constraints language, hazard analysis

= Representation of AADL Properties
= model configuration parameters

= Formal semantics of run-time behavior
= Development of SysMLv2 “semantics” and "formal methods” is spread
across several OMG working groups and is struggling to focus

= SysMLv2 is big and general, so it is hard for committees to develop a
precise semantics that satisfies their committee mandate



uage Requirements for Thread

FAA REMH requirements for Manage Heat Source task M

ooy
W O 2508

Requirements for control laws of this task...

REQ-MHS-1: If the Regulator Mode is INIT, the Heat Control shall be set to Off.

Rationale: A regulator that is initializing cannot regulate the Current Temperature of the
Isolette and the Heat Control should be turned off.

I REQ-MHS-2: If the Regulator Mode is NORMAL and the Current Temperature is less !
: than the Lower Desired Temperature, the Heat Control shall be set to On.
REQ-MHS-3: If the Regulator Mode is NORMAL and the Current Temperature is
greater than the Upper Desired Temperature, the Heat Control shall be set to Off.

REQ-MHS-4: If the Regulator Mode is NORMAL and the Current Temperature is
greater than or equal to the Lower Desired Temperature and less than or equal to the
Upper Desired Temperature, the value of the Heat Control shall not be changed.

REQ-MHS-5: If the Regulator Mode is FAILED, the Heat Control shall be set to Off.




t Requirements to Contracts

GUMBO contracts are written together with the thread interface in the VSCode SysIDE plug-in using a
customized editor extension that we developed to support contracts

—
— - — ool | Heat Controller Task
EXPLORER Regulate.sysml X Operator_Interface.sysml Monitor.sysml Isolette.sysml C thermostat_rt_mhs_mhs_user.c 9+ s "mEREWWMo&“[x" o natural Ianguage

v ISOLETTE sysml Regulate.sysml > @ Regulate
N Rationale: A regulator that i initialzing cannot reg O -
~ hamr 3 package Regulate { f t
Kt 3 e et Conl shouid b tmedoff | ctiona e e e t.s
« microkit 31 unctionai i uiremen
432 part def Manage_Heat_Source_i :> Thread { REQ-MHS-2: If the Regulstor Mode is NORMAL
S ey o 4 attribute :>> Dispatch_Protocol = Supported_Dispatch_Protocol than the Lower Desired Temperature, the Heat Cont
e o sttriute :>> Period = 1000 (miLisecon] omponent control laws
T 435 attribute Domain: CASE_Scheduling::Domain REQ-MHS-3: If the Regulator Mode is NORMA]
greater than the Upper Desired Temperature, the

> thermostat_mt_mmi_.. 43¢ — o o o e s e s o

> thermostat_mt_mmm... 437

bl Inte,‘face REQ-MHS-4: If the Regulator Mode is NORMAL and the Cumrent Temperature is

> thermostat_rt_drf_drf 438 // current temperature (Vrom temp sensor) greter than or equal 0 the Lower Desised Tempesature and les then o equal 0 the
+ thermostat_rt_.. I in port current_tempWstatus : DataPort { in :> type : Isolettcm Upper Desired Temperature, the value of the Heat Coatrol shall ot be changed.
// \owest and upper bound of desired temperature range
| in port lower_desired_temp : DataPort { in :> type : Isolette_Data_Model::Temp_i;
in port upper_desired_temp : DataPort { in :> type : Isolette_Data_Model::Temp_i; |
C thermostat_rt_mh.. 443 I // subsystem mode
|

> include REQ-MHS-S: If the Regulator Mode is FAILED, the Heat Control shall be set to Off.

v sre 442

C thermostat_r... 9+ 444 in port regulator_mode : DataPort { in :> type : hm.«m«,nmajana\::noqutamgnnf; }

C thermostat_rt_mh..

OUTPUTS
// command to turn heater on/off (actuation command) I
out port heat_control : DataPort { out :> type : Isolette_Data_Model::On_Off; }

> thermostat_rt_mri_mri .0
> thermostat_rt_mrm_.. 448

Developer

> types 449 S S S S SN SN S S SN S S S S S — —
4 450 | language "GUMB0" /#{ f ¥
5 util g rmallze
R, 451 // inglcate that the component maintains an internal state (variables) that mvlucncclus behavior O aIZES
: .
452 syt requirements
*
microkit.dot 453 1 o* lastCmd: Isolette_Data_Model::0n_Off; | . 7
microkit.system 454 I * I —
M system.mk 455 b /" =Initialize Entry Point Behavior Constraints =
welgy”  instistn Component
guarantee I

initlastCmd: lastCmd

gquarantee REQ_MHS_1 “If the Regulator Mode is INIT, the Heat Control shall be Cont-,-act
|set to Off

I |http://pub. santoslab.org/high-assurance/module- requxremems/leadmg/s

Isolette_Data_Model::0On_Off.0ff;

Contracts incorporated
via SysMLv2 1 =nguace
construct

heat_control Isolette_Data_Model::On_Off.0ff;

N N T N TR LT T AT T J
OUTPUT  DEBUG CONSOLE  TERMINAL  PORTS Kiva-Task v +~ D @ - ~ X

egration constraints of Isolette_Environment_Normal_Operation_Normal_Operation_Instance.anIncubator.lat
egration constraints of Isolette_Environment_Normal_Operation_Normal_Operation_Instance.anIncubator.uat
egration constraints of Isolette_Single_Sensor_Instance.lat

(essentially, a comment

that HAMR parses,

highlights syntax, etc.) o st o Astract Comeckion R, it intracon - anifant.ase._ntercti
ing System to Thread connection: theAir.air temperature -> thermostat. axr

% 0 Gt Graph @ Ln431,Col1

< PmainO @21A0 TabSize:4 UTF-8 LF SysML @ Prettier (2




nt Requirements to Contracts

Example: One contract from heater control lawsin Manage Heat Source Thread (a periodic
component), with traceability to natural language requirements.

Mode condition Compare current temperature to desired
. . range
LA nz?de 15 HBTiEL) (..if temperature is below the target range)

case REQ_MHS_2 "If the Regulator Mode is NORMAL and the Current Temperature 1s less than
Ithe Lower Dé51red Temperature, the Heat Coﬁtrol shall be set to On.'

assume (regulator_ mode == Isolette_Data_Model: Regulator Mode .Normal Regulator Mode)
& (current_tempWstatus.value < lower_desired_temp.value);

guarantee heat_control == Isolette_Data_Model: :0n_Off.Onn;

Set the desired state =
of the heater :
(...turn heater On, to = mib —

warm up the Isolette) | s AL B




de Generation

TempControlProcess.i*

I " ______ “hanged tempChar fanCmd fanCmd "
¢ B 3 (T T T B (T T T B
! ° ) 1 ° ) 2 S ° ) !
’ 1 Q ______ 9 :ntTemE) currentTe Q ______ 9 fanAck fanAck Q ______ 9'
-
1 Code gen for
Application APIs

Code gen for
Component &/~
Threading
Infrastructure¥_

—_—— -

:

_———_

System
Build

Application

Code

Code gen for
Communication
Infrastructure

——

Application

Auto-Generated
Run-Time

Code Auto-Generated

Application Code
Development

Application

Code

&

Auto-generated
Component Infrastructure
Code for Platform

Run-Time
Communication Communication
Infrastructure Infrastructure

Auto-generated
Component Infrastructure
Code for Platform

Code for Platform

Code for Platform

Auto-generated
Component Infrastructure
Code for Platform

Platform configuration information
(e.g., seL4 partitioning and
protection information)



ode Generation

For selL4, the process is instantiated like this...

TempControlProcess.i* .. WOr k/ng W/th

----t:m-ps-en:oT------. r------t:m-pc-o;r;*--------,' '-----fa:----- UNSWand

'Zhanged tempChar fanCmd fanCm(‘ DO/‘ne[‘WOfks

______________

I
I (CT T T T
' ’ :
Q !ntTemp currentTe fanAck fanAck Q ______

I
i S e

_________1$\_________l ___________..

— —

- - - -

_______

""" ’ Application code in C or Rust --
Platform-independent because it only talks to AADL RT APIs

—— e — T—
AADL
Port & Thread
Infrastructure
Code

|

p— > > — >
— > > _— = =
— = = = B N —
Configure system > > > > —
partitioning using seL4 §‘ §‘ — — §‘ §' - S
Microkit System — 8 g — = & o} —
Descrption + sel4 static schedule —
(via Microkit branch with Partition specified as a
seL4 domain scheduler) Microkit Protection Domain Communication specified
using Microkit Channels




T h rea d w:::a “Analyzeable Real-

Ve “”"t Time Systems”

I ﬁ-{r urns ellings
antics e

On each dispatch, AADL threads follow a well-known input-compute-output pattern for real-time tasks that simplifies
analysis and verification...

(1) Receive

inputs AADL Component Application Memory Boundary

Input Output
' Application Application Code Application
' Port State \ Port State
gets (2) Compute, puts i
Run to i
Completion
—————

From AADL standard. "™ bemmeee e

(2) AADL supports an input-compute-output model of communication and execution (3) Send
for threads and port-based communication. The inputs received from other components Outputs
are frozen at a specified point, by default the dispatch of a thread. As a result the




T h rea d w:: “Analyzeable Real-

= Time Systems”

a nti CS é—:—-g_ Burns & Wellings

AADL tasking and port semantics ensures no interference with other threads or communication layer

There is no external interference
with the application port state while

(1) Receive

inputs -| application code executes. :
Input o Ouz’jaut
' Application Application Code Application
! Port State \ Port State
gets (2) Compute, puts i
Run to ;

Completion

r—

From AADL standard.”

(2) AADL supports an input-compute-output model of communication and execution (3) Send
for threads and port-based communication. The inputs received from other components Outputs
are frozen at a specified point, by default the dispatch of a thread. As a result the




hread
ntics

“Analyzeable Real-
Time Systems”
Burns & Wellings

Abstractly, a function from input ports states (and local
data) to output port states (and updated local data)

(1) Receive
inputs

Input Output
Application Application Code Application

Port State f \ Port State

gets (2) Compute, puts
Run to

Completion

L\

From AADL standard. " e
(2) AADL supports an input-compute-output model of communication and execution (3) Send
for threads and port-based communication. The inputs received from other components Outputs

are frozen at a specified point, by default the dispatch of a thread. As a result the




(1) Receive
inputs | -

I

Application Application Code 4pplication

Port State f \ Port State

gets (2) Compute,

Contract for application
code methods

-------- Local State

Variables V
Ain

L\

puts

Run to

Completion

From AADL standard. "™ bemmeee e

(2) AADL supports an input-compute-output model of communication and execution

for threads and port-based communication. The inputs received from other components

are frozen at a specified point, by default the d

ispatch of a thread. As a result the

(3) Send
outputs

“Analyzeable Real-
Time Systems”
Burns & Wellings




rotection Domain Structure

For each SysMLv2/AADL periodic Thread component, HAMR generates the following Microkit PD code...

Rust application

C code implementing
AADL standardized
port manipulation
and entry points in
terms of Microkit
channel accesses and
Microkit entry points

~
Ni

bindings
(Rust unsafe)

Rust to C LT

code skeletons

(Rust safe)
\
: // app init entry point
Ghostin_1 |\ ¢n init (..)
. .auto-generated verus
contract. .
{
\\\
Ghost in_n "'}---——-:Ev;' _____________
\\\
// app compute e point
Ghost out_1 o

pub fn timeTriagered'-(. .)
. .auto-generated verus \\\
~
contract. . N

{

-
-
-
~~--_--
-
-
-

Ghost out_ n '}

=== to abstract port state

Verus component
7| e a
1 | verification boundary

Ghost variables used

(auto-generated)

y 2

1 A%

_ S Application code goes
~~* here in AADL-compliant
entry points

\

Auto-generated
testing infrastructure




Manage_Heat_Sou|

i
upper_desired_temp
i

>

Periodic Thread
w/ data ports

i
lower_desired_temp
U

(
'regulator_mode

,)

; current_tempWstatus

AADL Mode
Implied Semantics

- ===

_______

auto-

Rust code skeleton
+ Verus Contracts

+ Automated Testing
Infrastructure

heat_comro’i

ted Skeleton, Contracts, Testing

...... Interfaces/APIs/Skeletons + contracts + testing
infrastructure are auto-generated from SysMLvZ2/AADL model,



ted Skeleton, Contracts, Testing

:' Manage_Heat_Soul
]

uéper_desired_temp
|
>
i
lower_desired_temp
»>

!
,regulator_mode

1
;' current_tempWstatus

t > ® thermostat_rt_m

L thermostat_rt_ml Component contract (small excerpt)

Periodic Thread .
w/ dataports | ...... Interfaces/APIs/Skeletons + contracts + testing
—p— infrastructure are auto-generated from SysMLvZ2/AADL modéel.
>
:‘n' - £ thermostat_rt_mhs_mhs 8- Rust VSCOde
{! _mhs_mhs_app.rs 2, M X editor

AADL M e pub fn timeTrigger =
. . w—r e e e e e e e —
Implled Semantics fronent 103 (old(api).regulator_mode =§‘Is'o"L'ette_Data_Model: :Regulator_Mode: :Failed_Regulatc
S 104 (api.heat_control == Isolette_Data_Model::0n_Off::0ff)
______ PAilicumos e iR 105 // END MARKER TIME TRIGGERED ENSURES
/4 ) data H 106 i"
9 : lib.rs 5 107 I
Q logging.rs = 108 1
______ 4 L]
tests.rs . 109 1
H »
> target . 110 :
aUl'O- Cargo.lock 7 1112 1
enerated %3 Cargo.toml| E 112 2 1 X X
g M Makefile = 113 1 Skeleton for application
£ rust-toolchaim.toml 114% I COde entl'y pOInt
H 115 :
H »
: 116 I
o »
5 117"y
H »
. 118 |
- »
119 1
.. »
Application Code 120’ :
in Rust 121y
122f
123 1 3
NouTTng 124 e —— B = e e e e e e e e e o
> TIMELINE PROBLEMS e OUTPUT DEBUG CONSOLE Filter (e.g. text, **/*ts, !**/node_modules/**) Y & = ~ X

Verus error indicates that
contract is not yet satisfied
—— —

(X) postcondition not satisfied

Spaces: 2 UTF-8 LF {3 Rust &8 0




uto-Generated From Model Contract

Periodic Thread
w/ data ports

I Verification of Rust application code against contracts using Verus (excerpts)

auto-

generated

57 pub fn timeTriggered<API: thermostat_rt_mhs_mhs_Full_Api>(
58 &mut self,
59 api: &mut thermostat_rt_mhs_mhs_Application_Api<API>)

¢ requires
// BEGIN MARKER TIME TRIGGERED REQUIRES
62

// assume lower_is_lower_temp

63 old(api).lower_desired_temp.degrees <= old(api).upper_desired_temp.degrees
// END MARKER TIME TRIGGERED REQUIRES
@ ensures
66 // BEGIN MARKER TIME TRIGGERED ENSURES
67 // guarantee lastCmd

// case REQ_MHS_2
// If the Regulator Mode is NORMAL and the Current Temperature is less than

//  the Lower Desired Temperature, the Heat Control shall be set to On.
((old(api).regulator_mode == Regulator_Mode::Normal_Regulator_Mode) &&
(old(api).current_tempWstatus.degrees < old(api).lower_desired_temp.degrees)) ==>
(api.heat_control == On_0ff::0nn),

76 // IT the Regulator Mode is NORMAL and the Current Temperature 1s less than

77 // the Lower Desired Temperature, the Heat Control shall be set to On.

782 ((old(api).regulator_mode == Regulatoi_iMode::Normal_Regulator_Mode) &&

79 (old(api).current_tempWstatus.degrees < old(api).lower_desired_temp.degrees)) ==>

807 (api.heat_control == On_0ff::0nn),



Background Verification

i U L VL ...Developer adds application code to contract-

upper_desired_temn| W, data rts - - -
po f data po annotated skeleton, and verification/testing

g oo tools check conformance to contracts.

!
,negulator_mode

£ thermostat_rt_mhs_mhs 8- (IER A=
29 M

Adding application

code to skeleton

1
,"curram_tempWstatus

rt_mhs_mhs_app.rs M X

nt > ® thermostat_rt_mhs_mhs_app.rs > {} impl thermostat_rt_mhs_mhs > @ timeTriggered
pl thermostat_rt_mhs_mhs {

I DIL I:j/k;ee . ge 56 pub fn timeTriggered<API: thermostat_rt_mhs_mhs_Full_Api>(
mp e mantlcs ponent 103 (old(api).regulator_mode == Isolette_Data_Model::Regulator_Mode: :Failed_Regﬁ
o mod.rs 104 (api.heat_control == Isolette_Data_Model::0n_Off::0ff) R4

*

______ > ® thermostat,... M 105 /L END_MARKER TIME TRIGGERED_ENSURES B
' . = B T S D o
’ ‘ data : 106 , 1
‘ ! lib.rs g 107 1 Get values of input ports —————————————————— 1
Q ______ > | logging.rs = 108§ 1 lower: Temp_i = api.get_lower_desired_temp(); i
B tests.rs E 109 : let upper: Temp_i = api.get_upper_desired_temp(); :
> target : 110 1 let regulator_mode: Regulator_Mode = api.get_regulator_mode(); 1
aUtO' Cargo.lock B 111 1 let currentTemp: TempWstatus_i = api.get_current_tempWstatus(); 1
£* Cargo.toml H 112 : 11 :
. & 113 / /================ compute / contro ogic
M Makefile B 114 1 1
£* rust-toolchain.toml ] 1
: 115 1 // current command defaults to value of last command (REQ-MHS-4) 1
H 116 1 let mut currentCmd: On_Off = self.lastCmd; 1 H
. 117 | 1 =
»
& 118 > | match regulator_mode {- 1 i
T 146 : :
Appllcatlon COde 147 1 /] —————————————e Set values of output ports ————————————--"— 1
in Rust 148 1 api.put_heat_control(currentCmd); 1
1497 1 self.lastCmd = currentCmd 1
150 1| B} fn timeTriggered 1
N SRR |
> OUTLINE | . .
> TIMELINE PROBLEMS OUTPUT DEBUG CONSOLE ~ --- Filter (e.g. text, **/*.ts, !**/node_modules/**) Y & = ~ X
ﬁ‘ﬁ > RUST DEPENDENCIES No problems have been detected in the workspace.
> VERUS DEPENDENCIES

$° main* & ® 0A 0 rust-analyzer $ Jason Belt (1 monthago) = @& Ln114,Col1 Spaces:2 UTF-8 LF {3 Rust & Q



Background Verification

{ Manage_teat Soul Perjodic Thread
u!'aper_desired_bmp W/ data pOI‘tS

>
]

...Developer uses auto-generate APIs to get
and put data on component ports

Tcurre ATt Wetatus

I{mer_desired_temp L« \
{¢ T S ( Put |,
,mgulator_mode - -—— —.' O thermostat_rt_mhs_mhs
s> Get__7 i Reading a value from the
{ [f-mhe-mhs_app.rs M X regulator_mode input data

nt > ® thermostat_rt_mhs_mhs_app.rs > {} impl thermostat_rt_mhs_mhs pOI‘t us'ng autO'generated API
—

g

--------------------------------------------- pl thermostat_rt_mhs_mhs {

AADL MO € . 56 pub fn timeTriggered<API: thermostat_rt_mhs_mhs_Full_Api>( K
Imp“ed Semantlcs 103 (old(api).regulator_mode == Isolette_Data_Model::Regulator_Mode: :.Failed_Regulat(
104 (api.heat_control == Isolette_Data_Model::0n_Off::0ff) :’
REELES = B® thermostat,... M 105 // END MARKER TIME TRIGGERED ENSURES :'
’ :{ data E { :'
\ lib.rs g // ——————————— Get values of input ports ———————————————— o
Q ______ b ) logging.rs = let lower: Temp_i = api.get_lower_desired_temp(); ,"
9 tests.rs E let upper: Temp_i = api.get_upper_dgs] Qi
> target H let regulator_mode: Regulator_Mode F E.get_regulator_mode();l
auto- Cargo.lock E let currentTemp: TempWstatus_i = ﬂ?ﬁﬂﬁ?r?n?_‘fe_mﬁ@tzt-us-(r;
£ Cargo.toml H
M Makefile & //================ compute / control logic
= rUSt"tOOIChaI?'toml 115 // current command defaults to value of last command (REQ-MHS-4)
E 116 let mut currentCmd: On_Off = self.lastCmd; :
. 117 |
& 118" > match regulator_mode {- |
. . 146 .
Application Code 147 L o e e St @ e oL QUtPUL pOrts ————— Putting a value from the
in Rust 148 a_pj..put_heat_control(currentCmd);:""""""""" heat control 0utput data
149} SELT.Tasttia="currenftm— === T _
150 ¥ fn timeTriggered port using auto generated API
151
@ > OUTLINE ’ ’
PROBLEMS OUTPUT DEBUG CONSOLE ~ X
. . [ ——————————— —
Verus indicates that .« I No problems have been detected in the works| NO problems have been detected in the workspace.
contract is satisfied R
~mz— t-analyzer ¢ Jason Belt (1 month ago) @ Ln114,Col1 Spaces:2 UTF-8 LF {3 Rust 8 0




Verification of application code against contracts using Verus verification tool...

438

VSCodium File Edit Selection View Go Run

EXPLORER

~ THERMOSTAT_RT_MHS_MHS
v src
> art
> bridge
v component
® mod.rs
® thermostat_rt_mhs_mh...
> data
® lib.rs
® logging.rs
® tests.rs
> target
Cargo.lock
£ Cargo.toml
M Makefile
readmemd

£ rust-toolchain.toml

> OUTLINE
> TIMELINE

> RUST DEPENDENCIES
> VERUS DEPENDENCIES

¥ main* O ® 1A 26 Git Graph

Terminal

&«

® thermostat_rt_mhs_mhs_app.rs 1 X

rust-analyzer

component

Window  Help

O thermostat_rt_mhs_mhs

® thermostat_rt_mhs_mhs_app.rs > {} impl Manage_He|

impl Manage_Heat_Source_i_thermostat_rt {
pub fn timeTriggered<API: Manage_Heat_Source_i_Full_Ap
// case REQ_MHS_1
// If the Regulator Mode is INIT, the Heat Cd
//  set to Off.
//  http://pub.santoslab.org/high-assurance/module-requirements/reading/FAA-DoT-Requirements-AR-08-32.pdf#page=11}
((api.regulator_mode == Regulator_Mode::Init_Regulator_Mode) ==> (api.heat_control == On_Off::0ff)),
// case REQ_MHS_2
// If the Regulator Mode is NORMAL and the Current Temperature is less than
// the Lower Desired Temperature, the Heat Control shall be set to On. ]
// http://pub.santoslab.org/high-assurance/module-requirements/reading/FAA-DoT-Requirements-AR-08-32. pdf#page=10€
((api.regulator_mode == Regulator Mode::Normal Regulator Mode & 'L
api.current tempWstatus.degrees < api.lower desired temp.degrees) ==> (api.heat control == On 0ff::0nn)), '
// case REQ_MHS_3
1/ If the Regulator Mode is NORMAL and the Current Temperature is greater than '
// the Upper Desired Temperature, the Heat Control shall be set to Off.
//  http://pub.santoslab.org/high-assurance/module-requirements/reading/FAA-DoT-Requirements-AR-08-32.pdf#page=11|
((api.regulator_mode == Regulator_Mode::Normal_Regulator_Mode &&
api.current_tempWstatus.degrees > api.upper_desired_temp.degrees) ==> (api.heat_control == On_0ff::0ff)),
// case REQ_MHS_4
// If the Regulator Mode is NORMAL and the Current
// Temperature is greater than or equal to the Lower Desired Temperature
// and less than or equal to the Upper Desired Temperature, the value of
//  the Heat Control shall not be changed. —
// http://pub.santoslab.org/high—assurance/module—requirements/readmg/FAA—DoT—Requ1rements—AR—08—32.pdi#page=il
((api.regulator_mode == Regulator_Mode::Normal_Regulator_Mode &&
(api.current_tempWstatus.degrees >= api.lower_desired_temp.degrees &
api.current_tempWstatus.degrees <= api.upper_desired_temp.degrees)) ==> (api.heat_control == old(self).last(
// case REQ_MHS_5
7 If the Regulator Mode is FAILED, the Heat Control shall be
//  set to Off.
//  http://pub.santoslab.org/high-assurance/module-requirements/reading/FAA-DoT-Requirements-AR-08-32.pdf#page=1]]
((api.regulator_mode == Regulator_Mode::Failed_Regulator_Mode) ==> (api.heat_control == On_0ff::0ff))
// END COMPUTE ENSURES timeTriggered
{
£l Get values of input ports ———————————————

verus-anal

yzer ¢ Not Committed Yet @ Ln113,Col21 Spaces:4 UTF-8 LF {) Rust @ Prettier 0



d Testing to Contracts

For every thread component, HAMR auto-generates property-based testing infrastructure for
inserting values into component input ports and for checking values of output ports.

| Models & contracts
S— Automated:

= ks :;::Tm:? -0 ]A Executable Staft W/th a i
chyhmintriy Contracts HAMR-generated AADL push-button experience
currentFanState == CoolingFen: :FanCed OFF; (Rust Boolean for the user
e Thread Infratructure
= -~
/ / \
I P2 > | \
Gen (Ty) | ‘l Thread 1
I 1 Application 1 ! 1
Gen (T2) | [ Code > '
} | 1 I Auto-generated coverage reports
\ ! \ :
\ ' \ !

using propTest framework

(based on port type and data RN

~ Integ rated
lnvarlantS) I"tegrated ~ Post-condition

Pre-condition Repeatedly dispatch Checker
@ Ehetl:ktla:r tion with random values and bool Function
l Customize as 00~ FuNctio check post-condition
cai necessary

Gen (Ts)
Default random value ‘ ‘X )éh |
generators for each input port

400
400
400
400
400
400
400
400
400
400
400
400
210
20
210




nerated Executable Contracts

Each clause in model-level GUMBO contracts is translated to a code-level Boolean function in Rust
that works on the appropriate port/thread state elements

AADL GUMBO Contract (clause REQ_MHS_2)

case REQ_MHS_2 "If the Regulator Mode is NORMAL and the Current Temperature is less than
Ithe Lower Desired Temperature, the Heat Control shall be set to On.":
assume (regulator_mode == Isolette_Data_Model: :Regulator_Mode.Normal_Regulator_Mode)
& (current_tempWstatus.value < lower_desired_temp.value);
Model guarantee heat_control == Isolette_Data_Model::0On_Off.Onn;

i {9 PrommTewEr — — — - Rust Executable Contract (clause REQ_MHS_2)
Q ______ ,‘ I % If the Regulator Mode is NORMAL and the Current Temperature is less than
I
' 1
|
1
|

* the Lower Desired Temperature, the Heat Control shall be set to On. 1
* @param api_current_tempWstatus incoming data port |
* @param api_lower_desired_temp incoming data port |
|
|

* @param api_regulator_mode incoming data port
‘ \: * @param api_heat_control outgoing data port
Q _____________________________ o

*/ Traceability info automatically embedded

______ 7 pub fn compute_case_REQ_MHS_2(
@ api_current_tempWstatus: TempWstatus_i,

4\ . api_lower_desired_temp: Temp_i,

4 api_regulator_mode: Regulator_Mode,
api_heat_control: On_0ff) -> bool
i Application {

Code Code implies(

lhs: lhs: (api_regulator_mode == Regulator_Mode::Normal_Regulator_Mode) &
(api_current_tempWstatus.degrees < api_lower_desired_temp.degrees),
rhs: rhs: api_heat_control == On_0ff::0nn)

Library of —
Executable
Contracts




enerated Executable Contracts

Complete set of Model-level GUMBO contract clauses are translated to a hierarchy of executable
Boolean functions in Rust (code-level) to form executable pre/post conditions and test oracles.

Model: AADL GUMBO Contract
(all five clauses)

Code generation weaves together
functions for contract clauses to
form a pre-condition checker
and a post-condition checker
(also includes data invariants, etc.).

% 6—_____i
Q. ¢ Code: Auto-generated in Rust Executable Contract
Testing Library (aggregated clauses for
' auto-generated T FR T post-condition)
api_current_tempWstatus: TempWstatus_i,
au&ygmanewaﬁaf (CTTTTT api_lower_desired_temp: Temp_i,
’ ‘ api_regulator_mode: Regulator_Mode,
Q ______ ,‘ api_upper_desired_temp: Temp_i,
@ api_heat_control: 0On_0ff) —> bool
2 {
.’Let ro: bool = compute_case_REQ_MHS_1(api_regulator_mode, api_heat_control);
.let rl: bool = compute_case_REQ_MHS_2(api_current_tempWstatus, api_lower_des:
1 Application .let r2: bool = compute_case_REQ_MHS_3(api_current_tempWstatus, api_regulator.
Code Code l .let r3: bool = compute_case_REQ_MHS_4(In_lastCmd, api_current_tempWstatus, aj
. .let r4: bool = compute_case_REQ_MHS_5(api_regulator_mode, api_heat_control);
Library of
Executable

return r@ && rl && r2 && r3 & r4;

Contracts }




erated Randomizing Test Runner

HAMR automatically generates test runner infrastructure with default random value generators for each input
port. The executable contract is automatically used behind the scenes as a test oracle.

testComputeCB_macro! { .| Press this button and you automatically get 1000°s of random 9
» Run Test | Debzg ................... tests against the Component contract . ‘

prop_testComputeCB_default, // test name
config: ProptestConfig { // proptest configuration, built by overriding fields from default config
cases: numValidComputeTestCases,
max_global_rejects: numValidComputeTestCases x computeRejectRatio,
verbose: verbosity,
..ProptestConfig::default()

L
L
.....
L
-
L

auto-generated configurations for propTest
framework

}I
// auto-generated strategies for generating each component input
api_current_tempWstatus: test_api::Isolette_Data_Model_TempWstatus_i_strategy_default(),
api_lower_desired_temp: test_api::Isolette_Data_Model_Temp_i_strategy_default(),
api_regulator_mode: test_api::Isolette_Data_Model Regulator_Mode_strategy_default(),
api_upper_desired_temp: test_api::Isolette_Data_Model_Temp_i_strategy_default()

auto-generated propTest
random value generators for each input port




rated Randomizing Test Runner

Default random generators are often easy to customize to increase coverage, reduce #'s of discarded tests,
obtain tests for specific features, etc.

testComputeCB_macro! {
» Run Test | Debug
prop_testComputeCB_default, // test name
config: ProptestConfig { // proptest configuration, built by overriding fields from default config
cases: numValidComputeTestCases,
max_global_rejects: numValidComputeTestCases * computeRejectRatio,

verbose: verbosity,

Customizing a numeric
..ProptestConfig::default() 9

) generator to a particular range
’ o

// developer-customized strategies for generating each component input ’f
api_current_tempWstatus: test_api::Iso1ette_Data_Model_TempWstatus_i_stategy_cust(‘3'

95..=103,
test_api::Isolette_Data_Model_ValueStatus_strategy_default()), K
api_lower_desired_temp: test_api::Isolette_Data_Model_Temp_i_stategy cust(94..=105), %;)
api_regulator_mode: test_api::Isolette_Data_Model_Regulator_Mode_strategy_default(), M‘
api_upper_desired_temp: test_api::Isolette_Data_Model_Temp_i_stategy_cust(94..=105)

Developer-customized generators




- Integrated Testing / Verification

= Immediately launch 1000’s of default HAMR automated component testing
(via Rust propTest)
tests, check conformance to contracts =
= Debug contracts; gradually move to Verus -: -

= When Verus verification fails, generate =
concrete failing tests that can be given to
developers to run through debugger

= When Verus/SMT cannot handle certain
language features; use testing for lower- | Galag™ e
confidence assurance e

= Maybe be a step taken before handing off
certain VCs from Verus to Lean

= Testing and verification derived from the
exact same GUMBO contracts

v
=

s Function check




'r tempSensor*

_______

|

1 e 0
,'{. ______ o
I

——— -

TempControlProcess.i*

_---_;';"_""_Z'*\----_--_-l

temp!
|
Shanged témpChar Model features referenced | |
: :} .~ -1 in model contracts
?: ’ L 4 7 —-—'—
:ntTemp currentTe Q ______ 9 fanAck fanAck
et ls

LA & & B} J
in*
|

o
Q

bservations/Traceability Framework

Soundness of correspondence
between Testing and Verification:

Need to ensure that contract
semantics and testing are “observing”
the exact same features across all the
abstraction layers.

_______

System
Build

Application

Code

Auto-generated
Component Infrastructure
Code for Platform

&

Platform configuration
information

Auto-Generated
Run-Time
Communication
Infrastructure
Code for Platform

Code

Auto-generated

Component Infrastrucrare

Code for Platform

Code features referenced in
code contracts

Applicatjen

Executable features
referenced in testing (seL4
memory regions)

[T

-generated
iponent Infrastructure
: for Platform

Correspondence across
different levels of abstract
must be documented for
each observable feature

Traceability Report

Correspondence is

not altered outside of HAMR
(e.g., by an attacker or
naughty engineer)

Enforced via KU Attestation

Framework




ed System Feature Traceability for
t Source Port (GitHub Markdown)

HAMR auto-generates traceability reports, e.g., for a port — relationships between model, code, kernel artifacts

:' Manage_Heat_Source*
i
upper_desired_temp

>

I
lower_desired_temp

»

1
,negulator_mode

I
Jayrent_tempWstatus

e APIs

(MOdel) SYSMLVZ pOI’t declaration _Source extends Abstract_Definitions::Periodic_Thread
500 features - |=:I ———————'
501 - INPUTS uCode) HAMR-generated Rust API/implementation ridge /ther] ]
502 -— ("Current Temperature") - cur
Code Blame 170 lines (152 loc) 6.74 KB @
es0| 503 current_tempWstatus: in data port I o .
“' v 124 pub fn get_current_tempWstatus(&mut self) -> (res : Isolette_Data_Model::TempWstatus_i) '
o 125 ensures
.0. 126 old(self).current_tempWstatus == self.current_tempWstatus, ,
K2 127 res == self.current_tempWstatus,
128 old(self).lower_desired_temp == self.lower_desired_temp,
129 old(self).upper_desired_temp == self.upper_desired_temp, 4
130 old(self).regulator_mode == self.regulator_mode,
131 old(self).heat_control == self.heat_control
132 {
133 self.api.unverified_get_current_tempWstatus(&Ghost(self.current_tempWstatus))
134 ¥
135 } :
136 O.
137 pub struct thermsstat_rt_mhs_mhs_Initialization_Api;
. . 138 impl thcrmosta('_n_mns,nns_,xpi for thermostat_rt_mhs_mhs_Initialization_Api {}
K|nd payload Real]za 139 impl t.hermui&u_rt_mhs»mhs_?ut_kpi for thermostat_rt_mhs_mhs_Initialization_Api {} :]

. a=_. 8

Memory Map -> Rust AP

Port Name Direction
current_tempWsté’c’us In
lower_desired_temp In
upper_desired_temp In
regulator_mode In
heat_control Out

Data Isolette_Data_Model::TempWstatus.i
Data Isolette_Datg=——"——— : - e
(7 ¥ main v  INSPECTA-models / isolette / han¥r / microkit / microkit.system
Data Isolette_Datg ‘
Code Blame 530 lines (474 loc) - 21 KB 8 Applicatio
= = = - - Code
Data Isolette_Datg 104 />
+ 105 <map mr="Isolette_Single_Sensor_Instance_temperature_sensor_cpi_thermostat |
Data Isolette Dat& 106 vaddr="0x10_004_000"
- 107 perms="r"
108 setvar_vaddr="current_tempWstatus_queue_1"
109 />
110 </protection . . q
31 protection o| (S€L4 Microkernel) Declaration/protection of shared memory for port




nd Traceability Reports

HAMR auto-generates a variety of assurance and traceability reports

Architecture Component Interface INSPECTA Assurance Dashboard
| GUMBO Contracts + Assurance Case

ongoing
integration...

|
I

Component Model Info
Intafacs_/

GUMBO Contracts

= .

:
|

Component Code
Application

E\'ecutam

_— ostr| api_current_tempWstatus: Isolette_Data_Model.TempWstatus_impl,

Static Metri \ 5 api_regulator_mode: Isolette_Data_Model.Regulator_Mode.Type,
atic Metrics s o api_upper_desired_temp: Isolette Data_Model.Tesp_impl,

Component Executable Contracts

@strictpure def compute_case_REQ_MHS_3(

api_heat_control: Isolette_Data_Model.On_Off.Type): B

q
(api_regulator_mode == ette_Data_Model.Regulator_Mode.Normal _Regulator_Mode &
R - (al api_current_tempWstatus.value > api_upper_desired_temp.value) -->:
. (api_heat_control Isolette_Data_Model.On_Off.Off)
Configurations
7 |
Config Name: Configuration Nz
HC__Normal, Heat_On i ;
/—b Property Specification
Description: Heat Control control laws; NORMAL mode => Heat ON result state o o ‘ oo
Config Namez ——— | )
Script Schema: Regulator_1HP_script_schema
. Property: sysProp_NormalModeHeatOn

Randomization Profile:  Valid Ranges Profile

Property Satisfaction

Random Vector Filter: compute_spec_lower_is_not_higher_than_upper_assume

& Coverage =
Relevant Coverage:
Coverage Reports
. . ‘Manage Heat Source impl_thermostat_regulate_temperature_manage heat source.
Configurations —
Total Tests
Passing frrn i . .
ratos Y L B, ConEMRton Tesis
Insat ]
Unsa = Failed
PR Unsat

Test Vectors



Contract Clause traceability

Manage Heat Souree” I | (Model) GUMBO contract clause for the requirement
upper_desired_temp '! :
lower._desired_temp hea‘_wmj w o 01 e et 1 AT, h G st

¢ GUMBO

»

!
,mgulator_mode

State Variables

Verus

lastCmd GUMBO

current_tempWstatus

d Contract Traceability for
Source Requirement (GitHub Markdown)

Ittp://pub.
assume regulator_mode ==
guarantee heat_control == Isolette_Dats_Model::0n_Off.0ff;

Isolette_Data_Model: :Regulator_Mode.Init_Regulator Mode;

case REQWSIS_2 "If the Regulator Mode is NORMAL and the Current Tesperature is less than
|the Lower Desired Temperature, the Heat Control shall be set to On.

|http://pub.santos)
assuse (regulator_sode == Isolette_Data_Model::Regulator_Node.Normal_Regulator_Mode)
& (current_tempMstatus.degrees < lower_desired_temp.degrees);

guarantee heat_centrol == Isolette_Data Model::0n_Off.0nn;

case REQIS_3 *If the Regulator Mode is NORMAL and the Current Tesperature is greater than
|the Upper Desired Tesperature, the Heat Control shall be set to Off.
reading/FAA-DoT-Requi AR-08-32.

Initialize . B e ook A ST e ko
.i. * E® ¥ main -  INSPECTA-models / isolette / hamr / microkit / crates / thermostat_rt_mhs_mhs / src | component / thermostat_rt_mhs_mhs_app.rs
guarantee initlastCmd GUMBO Verus GUMBOX __| B
(Code - Verification)
guarantee REQ_MHS_1 = GUMBO = Verus =~ GUMBOX . Rust/Verus contract clause for the requirement
0:
.0
4 8 Tepage=110
Compute L Em e —
- (api.heat_contro]
4 e o
S *
assume lower_is_lower_temp GUMBO  Verus.® GUMBOX
- ({old(api) .regulator_mode == Isolette_Data Model::
5
guarantee IaStcmd GUMBO Ve:EUS GUMBOX [1,' ¥ main ~ INSPECTA-models | isolette / hamr | microkit / crates / thermostat_rt_mri_mri / src / bridge / thermostat_rt_mri_mri_GUMBOX.rs
case REQ_MHS_1 GUMBO :V'erus GUMB_Ox"‘ Code Blame 332 lines (307 loc) - 13.5 KB
10 oo 129
* .“‘ /+x guarantee _MRI _
ReqID |case REQ MHS_2 GUMBO * Verus*" GUMB@X........ 0 I o (Code Test) L
Tttnnennena,l] 1+ the Resulstor Stetus shald be set o on Executable contract clause in testing
3 * h ://pub.santoslab.org/high-assurance/module-re: .
case REQ_MHS_3 GUMBO  Verus GUMBOX e apmren et me s e e | OFacle for the requirement.
135 * @param api_regulator_status outgoing data port
136 */
case REQ_MHS_4 GUMBO Verus GUMBOX ++ 137 v pub fn compute_case_REQ_MRI_2(
138 api_regulator_mode: Isolette_Data_Model::Regulator_Mode,
139 api_regulator_status: Isolette_Data_Model::Status) -> bool
case REQ_MHS_5 GUMBO Verus GUMBOX we  (
141 implies!(
142 :pi_tegulatnr_mnde == Isolette_Data_Model::Regulator_Mode::Normal_Regulator_Mode,
143 api_regulator_status == Isolette_Data_Model::Status::0n_Status)
144 }




NG sions - Thermes

= Raising the abstraction level
= "patterns for Microkit protection domains” for application components
= choosing patterns to be amenable to component/system assurance
= representing patterns/abstractions in standardized modeling languages

= separating developer view of the pattern (higher-level) from selL4/microkit
realization (lower-level)

= Auto-generation support for development tasks
= build scripts, VM configuration, testing, logging
= Leveraging specifications for both verification and testing

= Integrating activities from broader industry ecosystems, especially
those related to assurance activities



1 Plans - Next Six Months

= System Reasoning
= Formal system specifications
= System Testing / Run-time Monitoring
= System Verification
= Continued evolution of Microkit target

= More systematic scheduling and communication, support for LionsOS
concepts

= Efficiency improvements for selL4 microkit and hardening of
infrastructure code

= Build-out for assurance framework, traceability, attestation



