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Motivation: Reusable Drivers in Microkit
● To create a dedicated driver component, one needs to:

○ Design a driver <-> client IPC protocol

○ Implement the Handler for the driver; make it speak your IPC 
protocol, possibly adapting an existing driver

○ Implement the client; adapt any libraries already written to 
interface with hardware drivers to use this IPC protocol instead

● Can we do better?
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● A Hardware Abstraction Layer (HAL) for embedded systems

● Thriving embedded ecosystem

● Traits for reusable drivers

● Leverage this for seL4 Microkit!
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Reusable Code in Rust

Driver Client

fn do_some_things_with_serial<Driver>()
    where Driver: ExistingSerialDriverTrait { … }

struct MySerialDriver { … }
impl ExistingSerialDriverTrait for MySerialDriver { … }
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Idea: Polymorphic Structs for Better Interfaces

Driver Client

Implements ExistingSerialDriverTrait Uses ExistingSerialDriverTrait
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Idea: Polymorphic Structs for Better Interfaces

Driver Client

struct SerialHandler<Driver> …
impl<Driver> Handler for SerialHandler<Driver>
    where Driver: ExistingSerialDriverTrait …

Implements ExistingSerialDriverTrait
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Idea: Polymorphic Structs for Better Interfaces

Driver Client

Uses ExistingSerialDriverTrait

struct SerialDriver …
impl ExistingSerialDriverTrait
    for SerialHandler<Driver> …
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Serial Example: The Driver's View
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sed -i 's/sel4cp/microkit/g'
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Serial Example: Instantiating the Handler
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Serial Example: The Client's View 
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Serial Example: Using the Driver Struct
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Ethernet Example: The Driver's View
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Ethernet Example: Instantiating the Handler
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Ethernet Example: The Client's View

Distribution Statement A: Approved for public release. Distribution is unlimited.



© 2023 Galois, Inc.15

Ethernet Example: Instantiating the Client
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Ethernet Example: Using the Driver Struct
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Other traits

● https://docs.rs/embedded-hal/latest/embedded_hal/ 

● Timer

● SPI

● CAN

● ADC, GPIO, Watchdog

● can be converted for async!
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Conclusion & next steps

● Strong Rust embedded ecosystem

● Proper selection of traits supports reusability

● Rapid development on Microkit with Rust!

● asynchronous code!
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