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Overview

"the most verified microkernel"

seL4’s verification is its key differentiator

Inappropriate claims will damage seL4 reputation
and could have serious consequences in real systems

true, but requires careful handling to ensure appropriate expectations and valid claims

We should celebrate and promote 

the high-assurance 

that seL4 and seL4-based systems provide

It is also important to ensure understanding of:
๏ what exactly is proved
๏ the conditions under which the proofs hold
๏ what they imply in practice
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Formal, machine-checked proof
the seL4 binary is correct with respect to spec 

and enforces isolation
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the high-assurance 

that seL4 and seL4-based systems provide
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๏ the conditions under which the proofs hold
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Overview

I have a verified kernelI have downloaded seL4 ⟹

My system enforces 
isolation and is verified

My system is built on a 
verified seL4 configuration

0 bugsVerified

“Verified”
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formal, machine-checked proof 
of strong properties down to the 

binary
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✗ Not all seL4 
configurations are verified

formal, machine-checked proof 
of strong properties down to the 

binary



7

Overview

I have a verified kernelI have downloaded seL4 ⟹

My system enforces 
isolation and is verified

My system is built on a 
verified seL4 configuration

0 bugsVerified

“Verified”

⟹

⟹

⟹

?

?

1.

2.

3.

4.

What's verified, what's not, and what does it mean?       June Andronick

✗ Not all seL4 
configurations are verified

✗ System design and 
initialisation is key

formal, machine-checked proof 
of strong properties down to the 

binary



8

Overview

I have a verified kernelI have downloaded seL4 ⟹

My system enforces 
isolation and is verified

My system is built on a 
verified seL4 configuration

0 bugsVerified

“Verified”

⟹

⟹

⟹?

1.

2.

3.

4.

What's verified, what's not, and what does it mean?       June Andronick

✗ Not all seL4 
configurations are verified

✗ System design and 
initialisation is key

✗ Proofs have assumptions 
and scope
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Know which configurations are verified

I have a verified kernelI have downloaded seL4 ⟹✗ Not all seL4 
configurations are verified

Arm
32-bit

RISC-V
64-bit

non-MCS

MCS

Arm
32-bit

RISC-V
64-bit

x86 64-bit

Arm 64-bit

1.
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I have a verified kernelI have downloaded seL4 ⟹✗ Not all seL4 
configurations are verified

How do I know?

Know which configurations are verified

1.
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seL4 verified configurations
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Design and initialise your system correctly

My system enforces 
isolation and is verified

My system is built on a 
verified seL4 configuration ⟹✗ System design and 

initialisation is key2.

hardware

software

critical non-critical,

untrusted
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Design and initialise your system correctly

My system enforces 
isolation and is verified

My system is built on a 
verified seL4 configuration ⟹✗ System design and 

initialisation is key2.

secret

software

critical non-critical,

untrusted

buffer
Correct 

initialisation

2

properties 1
policy

Kernel enforces 
the policy

3

Correct trusted 
components

4

Minimised verified TCBHow? Componentise, Isolate, Prove

✓ if using a fully verified seL4 config

✓ isolated ✓ verified
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Know the scope and assumptions of the proofs

0 bugsVerified ⟹✗ Proofs have assumptions 
and scope3.
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How do I know?

seL4 faq
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Know the scope and assumptions of the proofs
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The term “verified” is overloaded out there

“Verified” ⟹✗ Beware of claims from 
other systems4.

strength of 
properties

distance to 
reality

real world

model

Assumptions

Static 
analysis

Full functional 
correctness

“no division 
by 0”

“all possible 
behaviours are as 

expected in the 
specification”

Access control and 
Information flow

——

seL4 has proofs of 
FC and security 
down to binary!
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formal, machine-checked proof 
of strong properties down to the 

binary
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"the most verified microkernel"

We should celebrate and promote 

the high-assurance 

that seL4 and seL4-based systems provide

It is also important to ensure understanding of:
๏ what exactly is proved
๏ the conditions under which the proofs hold
๏ what they imply in practice
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Summary

I have a verified kernelI have downloaded seL4 ⟹

My system enforces 
isolation and is verified

My system is built on a 
verified seL4 configuration

0 bugsVerified

✗

“Verified”

⟹

⟹

⟹

✗

✗

✗

Know what proofs hold 
for the configuration you have

Design and initialise your system correctly
(and verify critical components)

Know the scope and assumptions of the proofs for 
your configuration and what they mean for your 

Beware of other uses of “verified”. 
seL4 has proofs of FC and security down to binary!

1.

2.

3.

4.
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formal, machine-checked proof 
of strong properties down to the 

binary
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Questions?

seL4 FAQ
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