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State of the Art – Closed source

BMC Hardware
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… and buggy
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State of the Art – Open Source
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State of the Art – Open Source

BMC Hardware

Linux Kernel

OpenBMC

11.10.2022seL4 Summit 2022 7

…Webserver
Power 

Manager



Trust & Threat Model
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Isolation:
Confidentiality, Integrity, Availability
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Cyber Retrofit – Step 1
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Cyber Retrofit – Step 2
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Turning on computers is hard…
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Turning on computers is hard…
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… and we need a more systematic approach!
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1.

2.

3.

4.

5.

• We can derive sequences efficiently (< 10s)

• Works on real hardware

• More confidence in power-up sequences

• Basis for rigorous specification of correct behavior

SMT 

Solver

Jasmin Schult, Daniel Schwyn, Michael Giardino, David Cock, Reto Achermann, and Timothy Roscoe. 2021. Declarative Power 

Sequencing. ACM Trans. Embed. Comput. Syst. 20, 5s, Article 84



Power Manager

Trustworthy Power Manager
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I2C
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• Widespread, low-speed configuration 

bus

• Controls critical hardware components

• Devices implement the standard only 

partially or violate it
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Controller
Voltage 

Regulator

Other 

devices

I2C Modelling Framework
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Voltage Set Action Voltage Set Request 

Lukas Humbel, Daniel Schwyn, Nora Hossle, Roni Haecki, Melissa Licciardello, Jan Schaer, David Cock, Michael Giardino, Timothy 

Roscoe. 2021. A Model Checked I2C Specification. 27th International Symposium on Model Checking Software (SPIN 2021)



Driver

Transaction

Byte

Symbol

Electrical

Driver

Transaction

Byte

Symbol

Electrical

Driver

Transaction

Byte

Symbol

Electrical

I2C Modelling Framework

11.10.2022seL4 Summit 2022 18

Lukas Humbel, Daniel Schwyn, Nora Hossle, Roni Haecki, Melissa Licciardello, Jan Schaer, David Cock, Michael Giardino, Timothy 

Roscoe. 2021. A Model Checked I2C Specification. 27th International Symposium on Model Checking Software (SPIN 2021)
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Power Manager

Trustworthy Power Manager
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Beyond Power Management
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Trustworthy BMCs are only the beginning…
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The Enzian Research Computer
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Ongoing Work – Hardware Model Applications
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Declarative Model

Datasheets
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Device trees
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set_property –dict {
PACKAGE_PIN A2
IOSTANDARD LVCMOS18

} [
get_ports
F_SSCONF_PROG_B

]



Device trees

FPGA 

Constraints

set_property –dict {
PACKAGE_PIN A2
IOSTANDARD LVCMOS18

} [
get_ports
F_SSCONF_PROG_B

]

Ongoing Work – Hardware Model Applications
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Modelling the Topology: Directed Graph
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Modelling the Components: State Diagram
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Full Platform State: Propagate Constraints to the Root
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Synthesizing Configurations from the Model is Practicable

11.10.2022seL4 Summit 2022 28

Moritz Knüsel. 2021. Optimizing Declarative Power Sequencing.

Master’s Thesis, ETH Zürich



Our work so far
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Sequence Constraints
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Sequence Constraints
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Power Distribution networks became complex
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Power Distribution networks became complex
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Power Distribution networks became complex
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Maximum Ratings
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Source: Xilinx, Virtex UltraScale+ FPGA Data Sheet: DC and AC Switching Characteristics



Sequencing Constraints
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Source: Xilinx, Virtex UltraScale+ FPGA Data Sheet: DC and AC Switching Characteristics



seL4: Full functional correctness proof & practical
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How to make correctness statement at system level?
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How to make correctness statements about hardware
interaction?
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How do components of different trust levels communicate? 
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How do we componentize the system?
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What tooling do we need to push the complexity of
verifiable systems?
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